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Vorgehen im Projekt und verwendete Terminologie

Phase Compliance Area ) Cause
1 1
N n n Impact
Task n n Failure
Mode
1 L
Mitigation
n
n n
Tool n Tool n Tool
Failure Capability

Phase (Phase): Phase aus dem KI-Entwicklungszyklus

Task (Aufgabe): Aufgabe wahrend des KI-Entwicklungszyklus, die von
Werkzeugen unterstiitzt wird.

Tool (Werkzeug): Werkzeug, dass eine Aufgabe unterstiitzt/ausfiihrt.

Compliance Area (Konformitétsgebiet): Konformitatsgebiet (funktionale

ﬁ QI Automotive
- Quality Institute

Systematische Aufstellung der Phasen (Phase) und Aufgaben (Task)
im KI-Entwicklungszyklus sowie beispielhafter Werkzeuge (Tool).

Identifikation der Abweichungen / Fehlerzustande (Failure Mode)
entlang der Aufgaben fiir jedes Konformitatsgebiet (Compliance
Area).

dentifikation von Ursachen (Cause), Wirkungen (Impact) und
maglicher GegenmaBnahmen (Mitigation) fiir jede Abweichung
(Failure Mode).

|dentifikation von spezifischen nicht-konformem Verhalten von
Werkzeugen (Tool Failure) und bendtigter Werkzeugfahigkeiten
(ToolCapability) fiir eine Abweichung (Failure Mode).

Cause (Ursache): Ursachen fiir das Zustandekommen der Abweichung.

Sicherheit, Datenschutz, KI-Regulierung).

Failure Mode (Fehlerzustand): Abweichung, die zu Nichtkonformitat

fiihrt.

Tool Failure (Werkzeugfehler): Nicht-konformes Verhalten von
Werkzeugen als Ursache fiir eine Abweichung

Impact (Auswirkung): Auswirkungen, die die Abweichung hat.

Mitigation (Minderung): Malinahme zur Vermeidung der Abweichung.

Tool Capability (Werkzeugfahigkeiten): BenGtigte Fahigkeiten eines
Werkzeugs zur Vermeidung der Abweichung.



Systematische Ausarbeitung der Inhalte

Terminologie
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Inhalte der Excel-Tabelle werden gemal} verwendeter Terminologie erarbeitet

Compliance Phase
Area

Functional Safety ~ Training &
Validation

Functional Safety ~ Training &
Validation

Functional Safety ~ Training &
Validation

Task Failure Mode

Deep Lack of Real-Time
Learning&  Processing

ML

Frameworks

Deep Inadequate Error

Leaming&  Handling & Logging
ML
Frameworks

Deep Model Instability &
Learning&  Poor Generalization
ML

Frameworks

Impact Severity Causes

Trained models and supporting
frameworks are unable to deliver low-
latency, real-time inference performance
required for critical applications such as
autonomous systems.

Frameworks and models lack robust error
detection, recovery, and structured
logging capabilities, making root cause
analysis and system recovery difficult.

Inconsistent training leading to unreliable
Al behaviour in critical applications.

Dashboard wurde basierend auf der Excel-Tabelle erstellt

Model architectures are too large or complex for target
real-time environments.

Mitigation

Apply model optimization techniques such as pruning, quantization, or

knowledge distillation.

Frameworks do not leverage hardware
efficiently (e.g., GPU, TPU, Edge devices).

Pipeline overhead (e.g., preprocessing, postprocessing)
adds excessive latency during inference.

Training and inference exceptions are not properly
caught or logged.

Losses, gradients, or other training dynamics are not
systematically monitored for anomalies.

Training and deployment pipelines lack comprehensive
logging and metadata tracking.

Lack of deterministic/reproducible training settings due

Ensure models are
specific hardware accelerators.

and optimized for

Optimize full pipeline latency by batching operations and reducing

unnecessary transformations.

Integrate structured exception handling and mandatory logging for all critical

training and inference operations.

Implement runtime monitors for numerical instabilities (e.g., NaNs,

divergence) and alert on thresholds.

Embed pipeline-wide metadata capture and systematic experiment logging

into the training framework.

Implement deterministic training pipelines with seed control and precision

to parallel and floating-point arithmetic.
Limited built-in validation or monitoring.
No built-in numerical stability mechanisms.

toensure

Integrate continuous performance monitoring during training with automatic

validation checkpoints.

Use frameworks that incorporate gradient clipping, normalization, and

regularization for improved numerical robustness.

Occurren Detectab RPN

ce

ility

Potential Tool Failure

May fail to guarantee deterministic training
execution and runtime validation, resulting in

trained models that do not meet real-time safety-

critical performance requirements.

May fail to provide comprehensive error logging
and runtime monitoring, resulting in trained
models with limited traceabilty for failure
analysis in safety-critical systems.

May fail to enforce deterministic training
procedures and runtime validation, resulting in

trained models with unpredictable behavior and
poor generalization in safety-critical applications.

Recommended Tool Capability

Framework support for model optimization (e.g., TensorRT,
'ONNX Runtime optimizations).

Support for hardware-specific runtime optimizations and
deployment targeting (e.g., EdgeTPU, CUDA kernels).
Framework support for pipeline fusion, minimal preprocessing
APIs, and asynchronous inference.

Framework support for structured error reporting, custom
callbacks, and logging integration.

Built-in hooks for anomaly detection during training and
validation (gradient checkers, divergence detectors).

ML lifecycle management tools (e.g., MLflow, Weights & Biases)
integration for metadata and error tracking.

Explicit deterministic training support with reproducibility
settings and controlled parallelism.

Built-in validation dashboards and metric tracking APIs.
Numerical stability modules with configurable regularization

options.

———

AssessML: Assessment of developmemt tools for ML

Choose Phase(s) Choose Task(s): Choose Tool(5:
Failure Mode Selction Task Assessment Tool Assessment Assessment Summary

Sotings lerarms (. sotin] |Save Sottings| | Losd Sottings|

Fallure Mode and Compliance Area Selection

Select Failure Mode Description
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Risikobasierte Werkzeugqualifizierung (Details)

1. Ermittlung von Risiken in den Entwicklungsaufgaben (nach FMEA)

RPN = Severity * Occurrence * Detection

1.3. Berechnung des RPN fiir
ausgesuchte Fehlermodi in einer
Aufgabe

1.2 Auswahl der relevanten

1.1 Auswahl der relevanten Aufgaben
Konformitatsbereiche und Fehlermodi

und Phasen

2. Ermittlung des Qualifizierungsbedarfs fiir KI-Werkzeuge

2.2 Bewertung der Erkennbarkeit des
Werkzeugfehlers (Tool Error Detection)
und Bestimmung des Tool Confidence

Level (TCL) pro Konformitatsbereich

2.3 AbschlieRende Werkzeugbewertung
und Handlungsempfehlung auf Basis
der RPN und des TCL

2.1 Einschatzung ber die Bedeutung
des Werkzeugs fiir eine Abweichung
(Tool Impact)
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Task

Automotive
Quality Institute

Compliance Area
n Cause
1
n n Impact
Failure
Mode
1 n e
Mitigation
Failure
Mode
Mitigation
n
Tool n Too
Failure Capability




AssessML: Aufbau des Dashboardes AQI | fusmeie

AssessML: Assessment of developmemt tools for ML

Choose Phase(s): Choose Task(s): Choose Tool(s):

Failure Mode Selection Task Assessment Tool Assessment Assessment Summary

‘S‘EIUI‘I(JS filename (e.g selhng| \ Save Settings | \ Load Settings \

Fullure Mode and Compliance Area Sclecton Die Startseite ist in drei Sektoren untergliedert:

Select Failure Mode Description

AI Regulation

Lack of AI Transparency Failure to provide explanations for Al decisions, violating AT Act transparency requirements. A . A h | f ¥ P h d A f b

Bias & Fairness Non-Compliance High-risk Al models reinforcing biases, leading to discrimination and non-compliance with Al Act fairness guidelines. - u SW a U r a S e n U n U q a e n

Lack of Model Risk Assessment Failure to categorize Al models under AI Act risk levels and document safety concerns. ..

Security Vulnerabilities in AT Exposure to adversarial attacks compromising Al safety and trustworthiness. Au Swahltabs fur ZU betraChtende Phasen, Aufga ben Oder

Non-compliant Human Oversight Mechanisms Failure to implement necessary human-in-the-loop controls in high-risk Al applications.

Insufficient Al Impact Assessment Failure to conduct proper risk-benefit analysis for high-risk AI applications. We r kz e U g e .

Lack of Ethical Safeguards in AL Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.

Inadequate Monitoring of Deployed Al Systems Lack of continuous assessment of Al systems in real-world settings. .

Lack of Auditability & Documentation Inability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits. B . A U SW a h | d e r Fe h | e rz u Sta n d e U n d AS S eS S m e n t—
Data Protection .

Unauthorized Data Access Lack of strict access control leading to potential data breaches and privacy violations. d u rC h fu h ru n q

Failure to Handle Right to Erasure Non-compliance with GDPR s Right to be Forgotten, leading to legal risks.

Personal Data Leakage ML models unintentionally exposing personal data during training or inference. D | A h | d b h F h | A d

Lack of Data Minimization Collecting and storing excessive personal data, violating GDPR principles. I e n t Z u r U S W a e r et ra C tet e n e e rZ u S t a n e'

Failure in Data Anonymization & Pseudonymization Inadequate de-identification techniques lead to re-identifiable personal data. 1 E 1 | R 1ol k H d E H kl B

Non-Transparent User Consent Management Lack of clear user consent tracking for data collection and processing. S OW I e Z u r rm ltt u n g VO n I S I e n I n e n ntW I C u n g S

Cross-border Data Transfer Violations Failure to comply with international data transfer rules under GDPR/Schrems II. f b d d Q | . f P b d f f . K | _
B aufgaben und des Qualifizierungsbedarfs  fr

Data Integrity Failure Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems. We r kze U g e .

Lack of Real-Time Processing Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Failure Mode Undetection Inability to detect and mitigate failure conditions in deployed AI models, leading to high-risk scenarios. .

Inconsistent Model Reproducibility Non-deterministic model outputs lead to unpredictable Al system behavior. C S D e I C h e r n u n d |_ a d e n

Insufficient Edge Case Handling Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation. )

Undetected Model Performance Drift Model performance degrades over time without triggering corrective actions, leading to unsafe decisions. . . -

Insufficient Redundancy & Failover Mechanisms  Lack of backup Al models or failover strategies in critical systems. VO re I n g eSte | | te O d er be re I tS d U rC h g er h rte ASS@ S S m e ntS

Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification. . .

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety. ko n n e n g eS pe I C h e rt u n d a bg e r u fe n We rd e n .
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1. Ermittlung von Risiken in den Entwicklungsautgaben

1.7 Auswahl der relevanten Aufgaben und Phasen

1. Ermittlung von Risiken in den Entwicklungsaufgaben (nach FMEA)

RPN = Severity * Occurrence * Detection

1.1 Auswahl der relevanten Aufgaben und 1.2. Auswahl der relevanten 1.3. Berechnung des RPN fiir ausgesuchte
Phasen Konformitatsbereiche und Fehlerzustande Fehlerzustande in einer Aufgabe



AssessML: Auswahlbereich AQI | Auomoe

Das Dashboard beinhaltet 25
Fehlerzustande, die von Start
an ausgewahlt sind.

AssessML: Assessment of developmemt tools for ML

Choose Phase(s). Choose Task(s): Choose Tool(s):

Failure Mode Selection Task Assessment Tool Assessmen

Sava Sattings | | Load Sattings.

Failure Mode and Compliance Area Selection

Select ure Mode Description
Al Regulation
Lack of Al Transparency Failure to provide explanations for Al decisions, violating Al Act transparency requirements.
Bias & Faimess Non-Compliance High-risk Al models reinforcing biases, leading to discrimination and non-compliance with Al Act faimess guidelines.
Lack of Model Risk Assessment Failure to categorize Al models under Al Act risk levels and document safety concerns.
Security Vulnerabilities in Al Exposure itack: Al safety and
Non-compliant Human Oversight Mechanisms ~ Failure to implement necessary human-in-the-loop controls in high-isk Al applications.
Insufficient Al Impact Assessment Failure to conduct proper risk-bencfit analysis for high-risk Al applications.
Lack of Ethical Safeguards in Al Failure 10 ensure ethical principles (¢.g., non-harm, fairness) in Al decision-making.
Inadequate Moniloring of Deployed Al Systems  Lack of continuous assessment of Al systems in real-world settings.
Lack of Auditability & Documentation Inability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits.
Data Protection
Unauthorized Data Access Lack of strict access control leading to polential data breaches and privacy violations.
Failure 1o Handle Right to Erasure Noa-compliance with GDPR's Right 1o be Forgotien, leading 1o legal risks.
Personal Data Leakage ML model ionally exposing during training or inference.
Lack of Data Minimization Collecting and storing excessive personal data, violating GDPR principles.
Failure in Data ization & i lead 10 re-identif data
Non-Transparent User Consent Management Lack of clear user consent tracking for data collection and processing.
Cross-horder Data Transfer Violations Failure to comply with intemational data transfer rules under GDPR/Schrems II.
Functional Safety
Duta Integrity Failure Corrupt or inconsistent data leading 1 incorrect mode] predictions, endangering safety-critical systems.
Lack of Real-Time Processing Failure to meet real-time inference requirements in aulonomous or safety-critical applications.
Failure Mode Undetection Inability to detect and mitigate failure conditions in deployed Al models, leading to high-risk scenarios.
Inconsistent Model Reproducibility N ini lead to ctable Al system behavior.
Insufficient Edge Case Handling Al models fail to cormectly handle rare bt critical safety scenarios, leading 1o unseliable operation
Undetected Model Performance Drift Model performance degrades over time without triggering comective actions, leading to unsafe decisions.
Insufficient Redundancy & Failover Mechanisms. Lack of backup Al models or failover strategies in eritical systems.
Inadequate Error Handling & Logging Poor logging and i and root cause
Model Instability & Poor Generalization Model may perform unpredictably or fail 10 generalize to unseen conditions, undermining functional safety.

Dadurch werden samtliche Zustande automatisch in das Task und Tool Assessment
sowie in die Assessment Summary ibernommen, wodurch das Board schnell
unibersichtlich werden kann.

Task Assessment Tool Assessment




AssessML: Auswahlbereich AQI | Automotive
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Um eine gezieltere und effizientere Bearbeitung zu Jede getroffene Auswahl reduziert die angezeigten Fehlerzustande und

ermoglichen, bietet das Dashboard die Maglichkelt, erleichtert damit die Bearbeitung der folgenden Schritte in den
liber den Auswahlbereich zu filtern. Assessments und in dem Assessments Summary.
Choose Phase(s): Choose Task(s): Choose Tool(s):
Failure Mode Overview Task Assessment
Tool Assessment ” Assessment Summery

and miligate failure cooditioes in deployed AT models, kading io high-risk soenarios. =
nsodel outputs Lead 0 uneedi betavir.
itcalsairysceoaci, eading to eelisbie opera

iz 0 usseen candians, demining funcliceal safey.

® Anleitung fiir Assessments folgt ab Folie 18




AssessML: Auswahlbereich AQI | Auomoe

Choose Phase(s): Choose Task(s): Choose Tool(s):

Der Auswahlbereich unterteilt sich in die drei Suchtabs Phase, Aufgabe und Werkzeuge, wodurch dem Nutzer ermdglicht wird, die
Untersuchung auf die praferierten Phasen und Aufgaben zu beschranken. Dabei gibt es zwei Arten Phase und Aufgabe zu

bestimmen:

1. Weg: Phasen und Aufgaben 2. Weq: Werkzeuge
@ Start: Auswahl der Phasen @ Start: Auswahl der Werkzeuge
dP Auswahl der in der Phase dP Automatische Ausgabe der
berticksichtigten Aufgaben zugeordneten Phasen und Aufgaben

T T
3 Ausgabe der finalen Auswahl I Ausgabe der finalen Auswahl

 — R —  — R —




AssessML: Auswahlbereich

Start; Auswahl der betrachteten Phasen

Choose Phase(s):

— All Phases
Data Curation
Deployment
Experimentation

S Inference & Monitoring

Training & Validation
B4 Lack orAl Lransparency
Bias & Fairness Non-Compliance
Lack of Model Risk Assessment
Security Vulnerabilities in AT
Non-compliant Human Oversight Mechanisms
Insufficient AT Impact Assessment
Lack of Ethical Safeguards in AT
Inadequate Monitoring of Deployed Al Systems
Lack of Auditability & Documentation
Data Protection
Unauthorized Data Access
Failure to Handle Right to Erasure
Personal Data Leakage
Lack of Data Minimization
Failure in Data Anonymization & Pseudonymization
Non-Transparent User Consent Management
Cross-border Data Transfer Violations
Functional Safety
Data Integrity Failure
Lack of Real-Time Processing
Failure Mode Undetection
Inconsistent Model Reproducibility
Insufficient Edge Case Handling
Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging
Model Instability & Poor Generalization

|Semngs filename (e.g serm| | Save Settings | | Load Settings ‘

Choose Task(s):
'y
Task Assessment
Description
v

Failure to provide explanations ror Al decisions, violating AI Act transparency requirements.

High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.

Failure to categorize Al models under Al Act risk levels and document safety concerns.
Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls in high-risk Al applications.
Failure to conduct proper risk-benefit analysis for high-risk AT applications.

Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.

Lack of continuous assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.

ML models unintentionally exposing personal data during training or inference.
Collecting and storing excessive personal data, violating GDPR principles.
Inadequate de-identification techniques lead to re-identifiable personal data.

Lack of clear user consent tracking for data collection and processing.

Failure to comply with international data transfer rules under GDPR/Schrems II.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployed AI models, leading to high-risk scenarios.
Non-deterministic model outputs lead to unpredictable AT system behavior.

Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.
Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup AI models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

Choose Tool(s):

Tool Assessment

AQI |

Assessment Summary

Automotive
Quality Institute



AssessML: Auswahlbereich AQI | Automotive

Quality Institute

Auswahl der in der Phase berlicksichtigten Aufgaben

Choose Phase(s): Choose Task(s): Choose Tool(s):

< | Training & Validation

Bias & Fairness Audits =
Failure Mode Selection L ssessment Assessment Summary
Data Versioning & Management
Deep Learning & ML Frameworks
Failure Mode and Compliance Area Selection
Distributed Training & Optimization
Select Failure Mode . o
Model Evaluation & Explainability
AT Regulation
. - . Performance Metrics & Validation w
Lack of AI Transparency Failure to provide explanations tor Al decisions, violating Al Act lransparency requirements.
Bias & Fairness Non-Compliance High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AI Act fairness guidelines.
Lack of Ethical Safeguards in AT Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.

Lack of Auditability & Documentation Inability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits.

Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.

Functional Safety

Lack of Real-Time Processing Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Failure Mode Undetection Inability to detect and mitigate failure conditions in deployed AI models, leading to high-risk scenarios.
Inconsistent Model Reproducibility Non-deterministic model outputs lead to unpredictable AT system behavior.

Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

|Settings filename (e.g. serti|| | Save Setiings \ | Load Settings |

Hinwels:

Durch Auswahl der Phasen erfolgt eine automatische Filterung der Fehlerzustande.
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Ausgabe der finalen Auswahl

Choose Phase(s): Choose Task(s): Choose Tool(s):
% | Training & Validation < | Deep Learning & ML Frameworks
Failure Mode Selection Task Assessment Tool Assessment

Assessment Summary

Failure Mode and Compliance Area Selection

Select Failure Mode Description

AT Regulation
Lack of AI Transparency

Failure to provide explanations for Al decisions, violating AI Act transparency requirements.
Bias & Fairness Non-Compliance

High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines
Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.

Functional Safety

Lack of Real-Time Processing

Inadequate Error Handling & Logging

Failure to meet real-time inference requirements in autonomous or safety-critical applications.
Poor logging and monitoring hinder failure analysis and root cause identification.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

|Settingsf|ename (eg setti|| ‘ Save Settings | ‘ Load Settings |

Nachdem die Tabs ,Phasen” und ,Aufgaben” von links nach rechts durchgegangen sind, zeigt das Dashboard alle potenziellen
Fehlerzustande an, die durch die Filterung tbrig geblieben sind. = Es erfolgt eine Einschrankung der mdglichen Fehlerzustande!



AssessML: Auswahlbereich

Start: Auswahl der verwendeten Werkzeuge

Choose Phase(s):

Choose Task(s): Choose Tool(s):

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select Failure Mode
AT Regulation

Lack of AT Transparency

Bias & Fairness Non-Compliance

Lack of Model Risk Assessment

Security Vulnerabilities in AT

Non-compliant Human Oversight Mechanisms
Insufficient AT Impact Assessment

Lack of Ethical Safeguards mn AT

Inadequate Monitoring of Deployed AT Systems
Lack of Auditability & Documentation

4

E Data Protection

Unauthorized Data Access

Failure to Handle Right to Erasure
Personal Data Leakage

Lack of Data Minimization

Non-Transparent User Consent Management
Cross-border Data Transfer Violations

Functional Safety

Data Integrity Failure

Lack of Real-Time Processing

Failure Mode Undetection

Inconsistent Model Reproducibility

Insufficient Edge Case Handhing

Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging

Model Instability & Poor Generalization

SoooPEeCR o o000

[Setiings filename (e.g. setii| | Save Settings | [ Load Settings |

TensorFlow Serving

Task Assessment Tool Ast TensorRT

Weights & Biases

WhyLabs

Description XGBoost

tafresh
Failure to provide explanations for AT decisions, violating AT Act transparency requirements.

High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.
Failure to categorize Al models under AT Aet risk levels and document safety concerns.

Exposure to adversarial attacks compromising AT safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls i high-risk AT applications.

Failure to conduct proper nisk-benefit analysis for high-risk AT applications.

Failure to ensure ethical principles (e g.. non-harm, fairness) i AT decision-making.

Lack of continuous assessment of AT systems in real-world settings.

Tnability to provide detailed logs of data usage, model tramning, validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal nisks.

ML models unintentionally exposing personal data during training or inference.
Collecting and storing excessive personal data, violating GDPR principles.

Failure in Data Anonymization & Pseudonymization Inadequate de-identification techniques lead to re-identifiable personal data.

Lack of clear user consent tracking for data collection and processing.
Failure to comply with international data transfer rules under GDPR/Schrems IT.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployed Al models, leading to high-nisk scenarnios.
Non-deterministic model outputs lead to unpredictable AT system behavior.

AT models fail to correctly handle rare but critical safety scenarios, leading to unrehable operation.

Model performance degrades over time without triggering corrective actions. leading to unsafe decisions.
Lack of backup AT models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

AQI |

Automotive
Quality Institute
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AssessML: Auswahlbereich

Automatische Ausgabe der zugeordneten Phasen und Aufgaben

Choose Phase(s): Choose Task(s): Choose Tool(s):
* | Training & Validation * | Deep Learning & ML Frameworks * | XGBoost
Failure Mode Selection Task Assessment Tool Assessment

Failure Mode and Compliance Area Selection

Select Failure Mode Description
AT Regulation

Lack of AT Transparency Failure to provide explanations for AT decisions, violating AT Act transparency requirements.

Bias & Fairness Non-Compliance High-nisk Al models remforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.
Data Protection

Personal Data Leakage ML models unintentionally exposing personal data duning traming or inference.
Functional Safety

Lack of Real-Time Processing Failure to meet real-time inference requirements 1n autonomous or safety-critical applications.

Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.
Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

[Settings filename (2.9 seffi] [ Save Setfings | [ Load Setfings |

AQI]|

Assessment Summary

Automotive
Quality Institute

Nachdem der Tab ,Werkzeuge" durchgegangen wird, zeigt das Dashboard alle Fehlerzustande an, die dem gewahlten Werkzeug

zugeordnet sind. = Es erfolgt eine spezifische Einschrankung der Fehlerzustande!



AssessML: Auswahlbereich

Auch eine Mehrfachauswahl ist moglich, dies gilt fiir beide Wege!

1. Weg: Phasen und Aufgaben

Werden mehrere Phasen und Aufgaben ausgewahlt, werden die
Fehlerzustande angezeigt, die fiir alle ausgewahlten Phasen
und Aufgaben relevant sind.

Es erfolgt eine Einschrankung der moglichen Fehlerzustande!

Automotive

AQI | Quality Institute

2. Weq: Werkzeuge

Werden mehrere Werkzeuge ausgewahlt, werden die Fehler-
zustande angezeigt, die fir alle ausgewahlten Werkzeuge
relevant sind.

Choose Phase(s) Chose Tool(s):

ailure ton
Seect  FaileMode  Descript ion
B Al
Lac e tions for AL decis
Bi g 1 fuirness
Data
Un Lack of stict access control leading to potential data breaches and privacy violations.
Per ML model i training of infecence.
Lac Collecting and storing excessive personal dats, violating GDPR principles.
» Lack of clear user for data collection and processing.
Fun
Lac q st or applications.
Fail Inability to detect and mitigate failure conditions in degloyed Al models, leading to high-risk scenasios
Ine 4 outputs lead 1o Al system behavior
Ins e Case AT models fal to comectly handle sare but eritical safety scenarios, leading to unreliable opesaticn.
Inadequate Esror Handling & Logging Poor log failure analysis and
B Model Instability & Poor Generalization  Model may pecform y o il 1o generali undermising functioaal safety

ssssssssssssssss

Es erfolgt eine spezifische Einschrankung der Fehlerzustande!
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1. Ermittlung von Risiken in den Entwicklungsautgaben

1.2 Auswahl der relevanten Konformitatsbereiche und Fehlerzustande

1. Ermittlung von Risiken in den Entwicklungsaufgaben (nach FMEA)

RPN = Severity * Occurrence * Detection

1.1 Auswahl der relevanten Aufgaben und 1.2 Auswahl der relevanten 1.3 Berechnung des RPN fiir ausgesuchte
Phasen Konformitatsbereiche und Fehlerzustande Fehlerzustande in einer Aufgabe



AssessML: Auswahl der Fehlerzustande

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select

Failure Mode

Al Regulation

S 0000 p OO0 g OO OoOON@™OOO

Lack of Al Transparency

Bias & Fairness Non-Compliance

Lack of Model Risk Assessment

Security Vulnerabilities in Al

Non-compliant Human Oversight Mechamsms
Insufficient AT Impact Assessment

Lack of Ethical Safeguards in AT

Inadequate Monitoring of Deployed Al Systems
Lack of Auditability & Documentation

Data Protection

Unauthorized Data Access

Failure to Handle Right to Erasure
Personal Data Leakage

Lack of Data Minimization

Automotive
Quality Institute

AQI |

Task Assessment

Tool Assessment

Assessment Summary

Description

Failure to provide explanations for Al decisions, violating AT Act transparency requirements.

Failure to categorize Al models under AT Act risk levels and document safety concerns.
Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls mn high-nisk AT applications.
Failure to conduct proper risk-benefit analysis for high-risk Al applications.

Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.
Lack of continuous assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage. model training_ validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.

ML models vnintentionally exposing personal data during training or inference.
Collecting and storing excessive personal data, violating GDPR. principles.

Failure in Data Anonymization & Pseudonymization Inadequate de-identification techniques lead to re-identifiable personal data.

Non-Transparent User Consent Management
Cross-border Data Transfer Violations

Functional Safety

Data Integrity Failure

Lack of Real-Time Processing

Failure Mode Undetection

Inconsistent Model Reproducibility

Insufficient Edge Case Handling

Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging

Model Instability & Poor Generalization

Lack of clear user consent tracking for data collection and processing.
Failure to comply with international data transfer rules under GDPR/Schrems IT.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployved Al models, leading to high-risk scenarios.
Non-deterministic model outputs lead to unpredictable Al system behavior.

Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.

Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup Al models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

Der Bereich Bewertung unterteilt sich in die vier

High-risk Al models reinforcing biases, leading to discrimination and non-compliance with AT Act fairess guidelines. S I I d e S '

(Auflistung der

Fehlerzustande),

(Ermittlung von Risiken in
den Entwicklungsaufgaben),
Tool Assessment (Qualifizierungsbedarfs fiir
KI-Werkzeuge) und
Assessment Summery (Qualifizierungs-
zusammenfassung auf Basis des RPN und
des TCL)



AssessML: Auswahl der Fehlerzustande

Tool Assessment

Failure Mode Selection Task Assessment
Failure Mode and Compliance Area Selection
Select Failure Mode Description
Al Regulation
Lack of Al Transparency Failure to provide explanations for Al decisions, violating AT Act transparency requirements.

S 0000 p OO0 g OO OoOON@™OOO

Bias & Fairness Non-Compliance

Lack of Model Risk Assessment

Security Vulnerabilities in Al

Non-compliant Human Oversight Mechamsms
Insufficient AT Impact Assessment

Lack of Ethical Safeguards in AT

Inadequate Monitoring of Deployed Al Systems
Lack of Auditability & Documentation

Data Protection

Unauthorized Data Access

Failure to Handle Right to Erasure
Personal Data Leakage

Lack of Data Minimization

Failure in Data Anonymization & Pseudonymizatiof

Non-Transparent User Consent Management
Cross-border Data Transfer Violations

Functional Safety

Data Integrity Failure

Lack of Real-Time Processing

Failure Mode Undetection

Inconsistent Model Reproducibility

Insufficient Edge Case Handling

Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging

Model Instability & Poor Generalization

Failure to categorize Al models under AT Act risk levels and document safety concerns.
Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls mn high-nisk AT applications.
Failure to conduct proper risk-benefit analysis for high-risk Al applications.

Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.
Lack of continuous assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage. model training_ validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.

ML models vnintentionally exposing personal data during training or inference.
Collecting and storing excessive personal data, violating GDPR. principles.

1 Inadequate de-identification techniques lead to re-identifiable personal data.

Lack of clear user consent tracking for data collection and processing.

Failure to comply with international data transfer rules under GDPR/Schrems IT.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployved Al models, leading to high-risk scenarios.
Non-deterministic model outputs lead to unpredictable Al system behavior.

Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.
Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup Al models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

High-risk Al models reinforcing biases, leading to discrimination and non-compliance with AT Act fairess guidelines.

Automotive
Quality Institute

AQI |

Assessment Summary

Der Bereich zeigt:

= Auflistung aller Fehlerzustande,

und dient zur Auswahl der gesuchten/
benotigten Fehlerzustande der drel
Kompatibilitatsgebiete.



AssessML: Auswahl der Fehlerzustinde AQI | Auomoe

Auswahl der Fehlerzustande (ber an-/abklicken der ,Select-
Kastchen” je Fehlerzustande und/oder je Kompatibilitatsgebiete

Zur detalllierten Suche kann der Nutzer mit Hilfe der Select Failure Mode oot e
,Select-Kastchen" weitere Filterungen vornehmen Al Regulation O AIRegulation
' ' - ' - Lack of AT Transparency e ; o
- Nimmt man eine Auswahl fiir die einzelnen Bias & Fairness Non-Compliance by e =
. L : Lack of Model Risk Assessment - = ig]
Fehlerzustande vor, werden die nicht weiter e Lack of Model Risk Assessmet Fait
] ' ' ' i ' | Non c-:;m liant Human Oversight Mechanisn Security Vulnerabilities in Al Exp
berticksichtigten Modi weil hinterlegt. | on somplnt Homan Oversent e s
. . . . ) _ Insufficient AT Impact Aszessment Fail
- Nimmt man eine Auswahl fiir einen gesamten Lack of Ethical Safeguards in Al — =
ey ereles . . . . Inadequate Monitoring of Deployed AT Syste o

Kompatibilitatsgebiet vor, wird das nicht weiter )| Lack of Auditabitity & Documentation e N
Lack of Auditability & Documentation Inat

a

Data Protection

berlicksichtigte Gebiet grau hinterlegt.

a

Data Protection

Unavthorized Data Access ]
] ) Unauvthorized Data Access Lac
[1} Failure to Handle Right to Erasure ] ;
- Failure to Handle Right to Erazure Non
Personal Data I eakage
T Personal Data Leakage ML
Lack of Data Minimization S
- : — Lack of Data Minimization Coll
O Failure in Diata Anonvmization & Pseudonvn : . o - .
o h Failure in Data Anonymization & Psevdonymization Inad
[1| Non-Transparent User Conzent Management -
— WNon-Transparent User Conzent Management Lac
Crosz-border Data Transfer Viclations o i
Cross-border Data Transfer Violations Fail
Functional Safety
e [ Functional Safety
Data Integrity Fail
La . f;L al- T.a1 urP; i Data Integrity Failure Con
0 Fale e I\-{:rd . ij; cessing Lack of Real-Time Processing Fail
Indetecti
aftpie Aode bndetecion Failure Mode Undetection Inat
Inconsistent Model Reproducibility m i araaT P ==
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1. Ermittlung von Risiken in den Entwicklungsautgaben

1.3 Berechnung des RPN flr ausgesuchte Fehlerzustande in einer Aufgabe

1. Ermittlung von Risiken in den Entwicklungsaufgaben (nach FMEA)

RPN = Severity * Occurrence * Detection

1.2 Auswahl der relevanten Aufgaben und 1.2 Auswahl der relevanten 1.3 Berechnung des RPN fiir ausgesuchte
Phasen Konformitatsbereiche und Fehlerzustande Fehlerzustande in einer Aufgabe
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Quality Institute

Der Bereich dient zur Berechnung der Risikoprioritatskennzahl (RPN) je ausgewahltem Fehlerzustand und/oder
Kompatibilitatsgebiet.

Failure Mode Selection Task Assessment Tool Assessment Assessment Summary

Failure Mode Analysis for Individual ML Task

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.
Artifact: Trained model
AT Regulation

Failure mode: Lack of Al Transparency

Severity of failure mode
Impact: Failure to provide interpretability and documentation of model decisions.

Potential Causes: 1 - S &
* No built-in mterpretability or explamnability methods. e g9ei reak
* Poor model decision-tracking and logging support.
* Limited compatibility with external explainability libraries

1 2 3 4 5
Possible Mitigations:
Detection of failure mode
o Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.
+ Establish structured logging of intermediate decisions and model outputs for traceability. . :
+ Ensure framework compatibility with transparency libraries via plugin architecture or open APIs. 1 - - - -



AssessML: Bewertung der Fehlerzustande AQI | Ao

Der RPN bildet die Summe der drei Kennziffern:
(Bedeutung der Fehlerfolge),
(Auftretenswahrscheinlichkeit der Fehlerursache) und
= Detection (Entdeckungswahrscheinlichkeit des Fehlers oder seiner Ursache)

RPN = Severity * Occurrence * Detection

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.
Artifact: Trained model
Risk of Deep Learning & ML Frameworks in AT Regulation

Failure mode: Lack of Al Transparency: Failure to provide interpretability and documentation of model decisions. Severity of failure mode

Potential Causes:
1 2 3 4 5
¢ No built-in interpretability or explainability methods.

* Poor model decision-tracking and logging support.

* Limited compatibility with external explainability libraries S s

L
ey
v

Possible Mitigations: 1 2

¢ Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.
» Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.

Detection of failure mode




AssessML: Bewertung der Fehlerzustande AQI | Ao

Aktion:
Bewertung der Schweregrades flir die Failure-Modes durchfiihren, die in dem Tool den ausgewahlten ML-Aufgaben zugeordnet

sind.

Phase: Training & Validation
Durch das bewegen des Reglers, konnen die
Werte T — 3:4 - 6; 7 — 10 bestimmt werden.

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
Risk of Deep Learning & ML Frameworks in AT Regulation

Severity of failure mode

Failure mode: Lack of AI Transparency: Failure to provide interpretability and documentation of model decisions

Potential Causes:

e No built-in interpretability or explainability methods.
¢ Poor model decision-tracking and logging support.
e Limited compatibility with external explainability libraries

Possible Mitigations:
e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

e Establish structured logging of intermediate decisions and model outputs for traceability.
¢ Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.



AssessML: Bewertung der Fehlerzustande AQI | Ao

Aktion:
Bewertung der Auftrittswahrscheinlichkeit fiir die Failure-Modes durchfiihren, die in dem Tool den ausgewahlten ML-Aufgaben

zugeordnet sind.

Phase: Training & Validation
Durch das bewegen des Reglers, konnen die
Werte 1 = 3:4 - 6; 7 — 10 bestimmt werden.

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
Risk of Deep Learning & ML Frameworks in AT Regulation

Severity of failure mode

1 2 3

Failure mode: Lack of AI Transparency: Failure to provide interpretability and documentation of model decisions

Potential Causes:

e No built-in interpretability or explainability methods.
¢ Poor model decision-tracking and logging support.
e Limited compatibility with external explainability libraries

Possible Mitigations:

e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.
e Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.
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Aktion:
Bewertung der Erkennbarkeit fir die Failure-Modes durchfiihren, die in dem Tool den ausgewahlten ML-Aufgaben zugeordnet

sind.
Phase: Training & Validation
Durch das bewegen des Reglers, konnen die

Task: Deep Learning & ML Frameworks ) ) .
Optimizing model parameters based on training data. Werte T - 3:4 ~ 6' 7= 10 bestimmt werden.

Artifact: Trained model

Risk of Deep Learning & ML Frameworks in AT Regulation
Severity of failure mode

Failure mode: Lack of Al Transparency: Failure to provide interpretability and documentation of model decisions

Potential Causes:

e No built-in interpretability or explainability methods.
* P(.)OI: izl dec1.51.o .n—tra(.:kmg = loggmg Supp .ort. — Occurence of failure mode
¢ Limited compatibility with external explainability libraries

L
e
v

L=

Possible Mitigations:
e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

e Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.
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Aktion:
Berechnung des RPN fiir die Failure-Modes, die in dem Tool den ausgewahlten ML-Aufgaben zugeordnet sind.

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model

Risk of Deep Learning & ML Frameworks in AT Regulation
Severity of failure mode

Failure mode: Lack of Al Transparency: Failure to provide interpretability and documentation of model decisions

Potential Causes:

e No built-in interpretability or explainability methods.
* P(.)OI: izl dec1.51.o }1—tratf‘kmg = loggulg Supp .ort. — Occurence of failure mode
¢ Limited compatibility with external explainability libraries

L
e
v

L=

Possible Mitigations:
e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

e Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.

Detection of failure mode

RPN: 105

Berechnung des RPN (1 — 29; 30 — 299; 300 -1000).
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RPN = Severity * Occurrence * Detection

Auswertung der Risikoprioritatskennzahl (RPN):

= Niedrige RPN-Werte (RPN 1-30) weisen auf eine geringe
Kritikalitat hin und erfordern keine Manahmen.

Severity of failure mode

1

= Mittlere RPN-Werte (RPN 31-299) weisen auf eine mittlere
Kritikalitat hin und erfordern daher Manahmen.

Occurence of failure mode

1 2 3 4 5 6 7 ‘
Detection of failure mode u HOhe Werte (RPN 300_] 000) We|Sen an e|ne hOhe
S Kritikalitat hin und erfordern umfangreichere Mallnahmen.
RPN: 105 - Die Ermittlung von Risiken (RPN) in den

Entwicklungsaufgaben (nach FMEA) fokussiert sich auf die
Ermittlung je Use-Case
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2. Ermittlung des Qualifizierungsbedarfs fur KlI- Werkzeuge

2.1 Einschatzung Uber die Bedeutung des Werkzeugs flr einen Fehler (Tool Impact)

2. Ermittlung des Qualifizierungsbedarfs fiir KI-Werkzeuge

2.2 Bewertung der Erkennbarkeit des -
: 2.3 AbschlieBende Werkzeugbewertun
Werkzeugfehlers (Tool Error Detection) und Handlungsempfehlunggauf Basisg

und Bestimmung des Tool Confidence
Level (TCL) pro Konformitatsbereich derbip L a6l

2.1 Einschatzung iber die Bedeutung
des Werkzeugs fiir einen Fehler (Tool
Impact)




AssessML: Auswirkung eines Werkzeugfehlers

ﬁ QI Automotive
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Der Bereich Tool Assessment dient zur Ermittlung des Qualifizierungsbedarfs fiir KI-Werkzeuge je ausgewahltem Fehlerzustnd

und/oder Kompatibilitatsgebiet.

Failure Mode Selection

Tool Impact and Tool Error Detection Analysis

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.
Artifact: Trained model

AT Regulation

Tool Confidence Level:

Failure mode: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed training documentation and

Task Assessment Tool Assessment

validation reports. resulting in trained models lacking required transparency and conformity evidence.

Assessment Summary



AssessML: Auswirkung eines Werkzeugfehlers AQI | dusmene

Failure Mode Selection Task Assessment Tool Assessment Assessment Summary

Tool Impact and Tool Error Detection Analysis

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation

I Tool Confidence Level: I

Failure mode: Lack of AI Transparency
RPN: 105
Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Tool Impact Value
o = | InAnlehnung an das Kapitel 11.4.5.2 der IS0 26262:2018, wirddie [ 1M 1 Moo
ool Ertr Detection Bestimmung des Tool Confidence Levels (TCL) ermittelt, welche 1 |
; : : . . . TCL3
__| auf den drei folgenden Teilen basiert:

—
lw)
w

T2 TD2 TCL2

= Tool Impact (TI), beurteilt, ob ein Fehler des Tools sicherheitsrelevant sein kann, .
= Tool Error Detection (TD), beurteilt die Wahrscheinlichkeit, dass ein Fehler entdeckt =y

wird, und resultiert im | ‘
= Tool Confidence Level (TCL), dem erforderlichen MaR an Vertrauen in das Tool (TCL1 bis TCL3).

T | i TCLA1

Quelle IEigene Darstellung nach 1SO ‘26262 2018 Kap.11.4.5.2 I



AssessML: Auswirkung eines Werkzeugfehlers

Aktion: Hat ein potenzieller Fehler des Tools Einfluss auf die Funktionalitat sicherheitsrelevanter Systeme?

Failure Mode Selection

Tool Impact and Tool Error Detection Analysis

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
AT Regulation
Tool Confidence Level:

Failure mode: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed tramning docy

Tool Impact Value

Task Assessment

Tool Assessment

atio)

Durch das Bewegen des Reglers erfolgt
Einschatzung iiber das Vorhandensein
von sicherheitsrelevanten Auswirkungen

(1 (nein), 2 (ja))

rency and conformity evidence.

ﬁ QI Automotive
- Quality Institute

Assessment Summary
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2. Ermittlung des Qualifizierungsbedarts fur Kl- Werkzeuge
2.2 Bewertung der Erkennbarkeit des Werkzeugfehlers (Tool Error Detection) und TCL

2. Ermittlung des Qualifizierungsbedarfs fiir KI-Werkzeuge

2.2 Bewertung der Erkennbarkeit des -
: 2.3 AbschlieBende Werkzeugbewertun
Werkzeugfehlers (Tool Error Detection) und Handlungsempfehlunggauf Basisg

und Bestimmung des Tool Confidence
Level (TCL) pro Konformitatsbereich derbip L a6l

2.1 Einschatzung iber die Bedeutung
des Werkzeugs fiir einen Fehler (Tool
Impact)




AssessML: Erkennbarkelt des Werkzeugfehlers
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Aktion: Wie gut konnen Fehler, die durch das Tool entstehen, im weiteren Entwicklungsprozess erkannt werden?

Failure Mode Selection

Tool Impact and Tool Error Detection Analysis

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
AT Regulation
Tool Confidence Level:

Failure mode: Lack of AT Transparency
RPN: 105

Task Assessment

Tool Assessment

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Tool Impact Value

Tool Error Detection

Durch das bewegen des Reglers erfolgt
Einschatzung tiber das Vorhandensein von
sicherheitsrelevanten Auswirkungen
(1 = wird erkannt, 2 = konnten unentdeckt
bleiben, 3 = bleiben unentdeckt)

Assessment Summary



Hintergrund: Berechnung TCL
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Ausgangslage: Wie hoch muss das Vertrauen in das Tool sein (bzw. ist eine Toolqualifikation notwendig)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection
TD1 TD2 TD3
. TI1 TCEL TCLL TCL1
Tool impact -
TI2 TCL1 TCL2 TCEL3

Quelle: IS0 26262:2018, Kap. 11.4.5.4

Aspekt Bild Textbeschreibung
Ziel Zuordnung des passenden Tool Confidence Levels (TCL) auf Basis von Tool Impact (Tl) und ~ Festlegen, wie hoch das Vertrauen in das Tool sein muss (bzw. ob eine Toolqualifikation

Tool Error Detection (TD)

notwendig ist)

TCL1 (niedrig)

" Tool hat keinen sicherheitsrelevanten Einfluss (T11) oder
* Fehler werden sicher erkannt (TI2 + TD1)
- Keine Toolqualifikation notwendig

* Geringe Bedeutung fiir Produktqualitat
* Keine Toolqualifikation notwendig
= Vertrauen in Toolverhalten aus Sicht 1SO 26262 nicht kritisch

TCL2 (mittel) " Tool hat sicherheitsrelevanten Einfluss (T12) * Tool wichtig fiir Produktqualitat
" Fehler nicht sicher erkennbar (TD2) * Toolqualifikation erforderlich
= Anforderungen abhangig vom ASIL-Level
TCL3 (hoch) " Tool hat sicherheitsrelevanten Einfluss (T12) * Hohe Bedeutung fiir Produktqualitat

® Fehler bleiben unentdeckt (TD3)

* Toolqualifikation zwingend notig, hohe Anforderungen
* Unterschiede zwischen TCL2 und TCL3 sind methodisch relevant, aber nicht
dramatisch (je nach ASIL)
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Ausgangslage: Wie hoch muss das Vertrauen in das Tool sein (bzw. ist eine Toolqualifikation notwendig)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection
TD1 TD2 TD3
. TI1 TCEL TCLL TCL1
Tool impact -
TI2 TCL1 TCL2 TCEL3

Quelle: IS0 26262:2018, Kap. 11.4.5.4

}

Aspekt Bild Textbeschreibung

Ziel Zuordnung des passenden Tool Confidence Levels (TCL) auf Basis von Tool Impact (Tl) und ~ Festlegen, wie hoch das Vertrauen in das Tool sein muss (bzw. ob eine Toolqualifikation
Tool Error Detection (TD) notwendig ist)

TCL1 (niedrig) " Tool hat keinen sicherheitsrelevanten Einfluss (T11) oder * Geringe Bedeutung fiir Produktqualitat
* Fehler werden sicher erkannt (TI2 + TD1) ®* Keine Toolqualifikation notwendig

- Keine Toolqualifikation notwendig = Vertrauen in Toolverhalten aus Sicht 1SO 26262 nicht kritisch




Hintergrund: Berechnung TCL AQI | fusmon

Ausgangslage: Wie hoch muss das Vertrauen in das Tool sein (bzw. ist eine Toolqualifikation notwendig)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection
TD1 TD2 TD3
. TI1 TCEL TCLL TCL1
Tool impact
TI2 TCL1 TCL2 TCEL3

Quelle: IS0 26262:2018, Kap. 11.4.5.4

}

Aspekt Bild Textbeschreibung

Ziel Zuordnung des passenden Tool Confidence Levels (TCL) auf Basis von Tool Impact (Tl) und ~ Festlegen, wie hoch das Vertrauen in das Tool sein muss (bzw. ob eine Toolqualifikation
Tool Error Detection (TD) notwendig ist)

TCL2 (mittel) " Tool hat sicherheitsrelevanten Einfluss (T12) * Tool wichtig fiir Produktqualitat
" Fehler nicht sicher erkennbar (TD2) * Toolqualifikation erforderlich

= Anforderungen abhangig vom ASIL-Level




Hintergrund: Berechnung TCL AQI | fusmon

Ausgangslage: Wie hoch muss das Vertrauen in das Tool sein (bzw. ist eine Toolqualifikation notwendig)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection
TD1 TD2 TD3
. TI1 TCEL TCLL TCL1
Tool impact -
TI2 TCL1 TCL2 TCEL3

Quelle: IS0 26262:2018, Kap. 11.4.5.4

Aspekt Bild Textbeschreibung

Ziel Zuordnung des passenden Tool Confidence Levels (TCL) auf Basis von Tool Impact (Tl) und ~ Festlegen, wie hoch das Vertrauen in das Tool sein muss (bzw. ob eine Toolqualifikation
Tool Error Detection (TD) notwendig ist)

TCL3 (hoch) " Tool hat sicherheitsrelevanten Einfluss (T12) * Hohe Bedeutung fiir Produktqualitat
® Fehler bleiben unentdeckt (TD3) * Toolqualifikation zwingend notig, hohe Anforderungen

* Unterschiede zwischen TCL2 und TCL3 sind methodisch relevant, aber nicht
dramatisch (je nach ASIL)
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| | |
1 1 1
: : : : Tool | Total Error Detecti i
Aktion: Wie hoch muss das Vertrauen in das Tool sein : ool Impact ! otal Error Detection ! LR (el 2l

. . . . . |

(bzw. ist eine Toolqualifikation notwendig)? : : F 03 —

1 1

| : > TI2 : N D2 : > TCL2
1 1 1
Analysis of use-cases I : TD1 —:—
| | | |

I > TIT 1 i TCL1
Tool Impact and Tool Error Detection Analysis ! ' I

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation /

Berechnung des Vertrauenslevel
Tool Confidence Level: 1 o R B . B
Failure mode: Lack of AI Trans ; (] B nledrlg’ 2 B [T”tte|’ 3 B hOCh)

RPN: 105
Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Tool Impact Value

Tool Error Detection
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2. Ermittlung des Qualifizierungsbedarts fur Kl- Werkzeuge
2.3 Werkzeugbewertung und Handlungsempfehlung auf Basis der RPN und des TCL

2. Ermittlung des Qualifizierungsbedarfs fiir KI-Werkzeuge

2.2 Bewertung der Erkennbarkeit des -
: 2.3 AbschlieBende Werkzeugbewertun
Werkzeugfehlers (Tool Error Detection) und Handlungsempfehlunggauf Basisg

und Bestimmung des Tool Confidence
Level (TCL) pro Konformitatsbereich derbip L a6l

2.1 Einschatzung iber die Bedeutung
des Werkzeugs fiir einen Fehler (Tool
Impact)
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Der Bereich Assessment Summery dient zur Bewertung und Priorisierung der Qualifizierungszusammenfassung auf Basis des
RPN und des TCL fiir ausgewahlte Fehlerzustande.

Failure Mode Selection Task Assessment

Tool Assessment

Assessment Summary

Recommendations for Tool Qualification and Process Improvement

RN threshold TCL threshald
Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Tramned model

AT Regulation

Tool Confidence Level: 1

Potential tool failure: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.
Possible Process Mitigations:

O
(]

Testable Tool Capabilities:
Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

[J Integrated explainability methods (e.g., SHAP, LIME) within model training environments
Establish structured logging of intermediate decisions and model outputs for traceability

[ Comprehensive model decision logging and training metadata tracking

[ Easy integration with external explainability libraries and visualization tools

Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.
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Die Fehlerzustande konnen mit Hilfe der Eingaben fiir Thresholds (Schwellenwerte) gefiltert werden. Dabei konnen zwel
verschiedene Angaben gewichtet werden:

= RPN threshold (Grenzwert fiir die Risikoprioritatskennzahl)
= TCL threshold (Grenzwert fiir das Werkzeugvertrauenslevel)

Failure Mode Selection

Task Assessment Tool Assessment Assessment Summary

Recommendations for Tool Qualification and Process Improvement

| RPN threshold [100 || TCL threshold |1 |

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation

Tool Confidence Level: 1

Potential tool failure: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Possible Process Mitigations:

[J  Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.
[[J Establish structured logging of intermediate decisions and model outputs for traceability.

] Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.

Testable Tool Capabilities:

[ Integrated explainability methods (e.g.. SHAP, LIME) within model training environments
[ Comprehensive model decision logging and training metadata tracking

] Easy integration with external explainability libraries and visualization tools
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Samtliche Zustande werden automatisch in das Assessment Mittels der Schwellenwerte konnen kritische Fehlerzustande
Summary tibernommen, wodurch das Board schnell oder unsichere Tools gezielt gefiltert werden, indem man diese
unubersichtlich werden kann. passend einstellt. Durch das Einstellen der Filterung wird die

Analyse Ubersichtlicher.

RPN threshold |1 | TCL threshold |[1] RPN threshold |100 | TCL threshold |2

ik

o e, or knewledge distillstice Framework suppert

Framerwek suppert for pipeline S,
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Die unten aufgefiihrten Select-Kastchen (Checkboxes) dienen dazu, konkrete Tool-Fahigkeiten oder mogliche Prozess-MaBnahmen
auszuwahlen:

Recommendations for Tool Qualification and Process Improvement

RPN threshold TCL threshold [T ]
Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation

Tool Confidence Level: 1

Potential tool failure: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.
Possible Process Mitigations:

[ Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

[ Integrated explainability methods (e.z.. SHAP, LIME) within model training environments
[[J  Establish structured logging of intermediate decisions and model outputs for traceability. [[J Comprehensive model decision logging and training metadata tracking
O Ensuore framework compatibility with transparency librarie:

[0 Easy integration with external explai

Testable Tool Capabilities:

s via plugin architecture or open APIs.

bility libraries and visualization tools

Possible Process Mitigations (Mogliche Prozess-Malnahmen):

Hier konnen Methoden oder Vorgehensweisen ausgewahlt
werden, die das Risiko eines bestimmten Fehlerzustands
verringern sollen.

Testable Tool Capabilities (Uberpriifbare Tool-Fahigkeiten):

Hier konnen konkrete Eigenschaften oder Funktionen von Tools
markiert werden, die im Assessment getestet oder tberprift
werden sollen.
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Failure Mode Selection Task Assessment Tool Assessment Assessment Summary

miflow | [ Save Settings l l ding Drucken 3 Blatt Papier

RPN threshold 100 o TCLthreshold 1

Die Ergebnisse im Assessment Summary et ‘

Task: Experiment Tracking & Management [ 6 prt-6058 ~ ]

kénnen durch driicken des Knopfes ,Export e fons for Tool Quelleation and e B o
PDF" als PDF exportiert und ausgedruckt g e e R
werden 1100 ©| TCLth oy -, e I

£ £ environment metadats capture for every run. seed logging and envisonment snapshotting.
Phase: Experimentation S = = o veiig mi
‘and outputs with unique, traceable version hyperparameter logging (e.g.. MLAow, WandB). Farbmodus
idemifiers. Environment capture and dependency
Capture and lock dependency environments management tools integrated with expesiment
tracking.

Task: Experiment Tracking & Management CECREEETS

Organizing and maintaining data access, avail Weniger Einstellungen

Farbe

. Papiergréfe
Artifact: Data storage system aa
Skalierung
Fumﬁml Smty @ An Seitenbreite anpassen
() Skalierung 100
Tool Confidence Level: 2 Seiten pro Blatt
1
Potential tool failure: Inconsistent Model K e
RPN: 315

Standard
Tool may fail to comprehensively capture or
tracking systems that hinder full reproducibil

Einstellungen

Kopf- und FuBzeilen drucken
D Hintergrund drucken

- - = Tool Confidence Level: 1
Possible Process Mitigations: ot oo s+ e e
= RPN: 210 & <
|_|Mandate seed fixing across frameworks at T e PRESN orucien |
metadata capture for every run. SR eI GV

|_| Store all experiment artifacts, parameters,
unique, traceable version identifiers.
DCapture and lock dependency environmentss - -
experiment run. integrated with experiment tracking.



Automotive
Quality Institute

AQI

Weltere Funktionen der AssessML
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Mit der Save and Load Settings Option konnen getroffene Einstellungen und bereits durchgefiihrte Assessment-einstellungen gespeichert und bel
Bedarf wieder geladen werden.

Model Instability & Poor Generalization Model

|Se’[ting5 filename (e g. setti|| | Save Settings | | Load Settings |

I |Seﬁings filename (e.g. seﬁing| | Save Setlings | | Load Settings | I
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Choose Phase(s): Choose Task(s): Choose Tool(s):

x | Tramning & Validation x| Deep Learning & ML Frameworks

Failure Mode Selection Task Assessment Tool Assessment
Failure Mode and Compliance Area Selection
Select Failure Mode Description
AT Regulation
Lack of AI Transparency Failure to provide explanations for AI decisions, violating AT Act transparency requirements.

Bias & Fairness Non-Compliance

[J Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.

[J Functional Safety

Lack of Real-Time Processing Failure to meet real-time inference requirements in autonomous or safety-critical applications.
Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

l Setting_1 | | Save Settings | | Load Settings |

Setting_1 | | Save Settings | | Load Settings |

High-risk AI models reinforcing biases, leading to discrimination and non-compliance with AI Act fairness guidelines.

ﬁ QI Automotive
- Quality Institute

Assessment Summary

Bereits durchgefiihrte Such- und
Assessmenteinstellungen, konnen
durch ,Save Settings” ab-
gespeichert werden, dazu:

1. Select-Kastchen auswahlen
2. Namen vergeben

3. Mit Save Settings speichern
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Gespeicherte Settings,

Choose Phase(s)

Choose Task(s):

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select Failure Mode

AI Regulation

Task Assessment

Description

Lack of AT Transparency Failure to provide explanations for Al decisions, violating AL Act transparency requirements
Bias & Faimess Non-Compliance High-risk Al models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.
Lack of Model Risk Assessment Failure to categorize Al models under AT Act risk levels and document safety concerns.
Security Volnerabilities in AL Exposure to adversarial attacks compromising Al safety and trustworthiness
Non-compliant Human Oversight Mechanisms ~ Failure to implement necessary human-in-the-loop controls in high-risk AT applications.
Insufficient AT Impact Assessment Failure to conduct proper risk-benefit analysis for high-risk Al applications.
Lack of Ethical Safegoards in AT Failure to ensure ethical principles (e.g., non-harm, faimess) in Al decision-making.
Inadequate Monitoring of Deployed AL Systems  Lack of continuous assessment of AT systems in real-werld seftings.
Lack of Auditability & Documentation Inability to provide detailed logs of data usage, model training, validation ete. hindering compliance audits.
Data Protection
Unavthorized Data Access Lack of strict access control leading to potential data breaches and privacy violations.
Failure to Handle Right to Erasure Non-compliance with GDPR's Right to be Forgotten, leading to legal isks.
Personal Data Leakage ML models unintentionally exposing personal data during training or inference.
Lack of Data Minimization Collecting and storing excessive personal data, violating GDPR principles
Failure in Data A ization & P iy Inad de-identification teck lead to re-identifiable personal data.
Non- User Consent M: Lack of clear user consent tracking for data collection and processing.
Cross-border Data Transfer Violations Failure to comply with international data transfer rules vader GDPR/Schrems IT
Functional Safety
Data Integrity Failure Corrupt or inconsistent data leading to incorrect model predictions. endangering safety-critical systems.
Lack of Real- Time Processing Failure to meet real time inference requirements in autonomons or safety-critical applications.
Failure Mode Undetection Inability to detect and mitigate failure conditions in deployed AL models, leading to high-risk scenarios.
Inconsistent Model Reproducibility Non-deterministic model ontputs lead to unpredictable Al system behavior.
Insufficient Edge Case Handling ALmodels fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.
Undetected Model Performance Drift Model performance degrades over time without triggering corrective actions, leading to nnsafe decisions
Redundancy & Failover Mect Lack of backup Al models or failover strategies in critical systems.
Inadeguate Error Handling & Logging Poor logging and monitering hinder failure analysis and oot cavse ideatification.
Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, vadermining functional safety.
Sefting_1 Save Seftings | [ Load Setfings

Settings saved to Setting 1

e

|Setting_1

| | Save Setlings | | Load Settings

Settings saved to Setting 1

werden unten aufgelistet. Um gespeicherte Settings abzurufen:

1. Setting-Namen eingeben

2. Load Settings klicken

3. Dashboard ladt Konfiguration

Choose Phase(s): Choose Task(s): Choose Tool(s):
% Training & Validation x | Deep Learning & ML Frameworks
Failure Mode Selection Task Assessment Tool Assessment Assessment Summary

Failure Mode and Compliance Area Selection

Select Failure Mode Description
AI Regulation

Lack of AT Transparency Failure to provide explanations for AI decisions, violating AT Act transparency requirements.

Bias & Fairness Non-Compliance High-risk AI models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.
[ Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.
() Functional Safety

Lack of Real-Time Processing Failure to meet real-time infe requi in autc or safety-critical applications.

Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

‘Semng_W ‘ ‘ Save Settings ‘ | Load Settings ‘
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Gespeicherte Settings Ubernehmen sowohl die ausgewahlten Fehlerzustande,

das Summary.

Task Assessment

[ Comom Tt

Fuines Mo Seesiee Tesk s

Pl Trasnieg & Validatisn

= o s (G

Sy ot s e

b o Rkt it

Failure Mode Overview

() Data Protection
Personal Data Leakage
) Functional Safety

Lack of Real-Time Processing

[setting_1 | [ save Settings | [ Load Settings

ML models unintentionally exposing personal data during training or inference.

Failure to meet real-time inference requi in or safety-critical

Inadequate Error Handling & Logging  Poor logging and monitoring hinder failure analysis and root cause identification.

Choose Phase(s): Choose Task(s): Choose Tool(s):
% | Training & Validation % Deep Learning & ML Frameworks -
Failure Mode Selection Task Assessment Tool Assessment

Failure Mode and Compliance Area Selection

Select Failure Mode Description

AT Regulation
Lack of AI Transparency. Failure to provide explanations for Al decisions, violating AT Act transparency requirements.
Bias & Fairness Non-Compliance High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

Assessment Summary
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als auch bereits durchgefiihrte Assessments und

Assessment Summary
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