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Relationship between concepts AQI | fusmoe,

Phase Compliance Area
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n
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Failure

Phase: Phase from the Al life cycle

Task: Task during the Al life cycle that is supported by tools .

Tool: Tool that supports/executes a task.

C Coe .
o - Systematic listing of life cycle phases (phase) and Al tasks (task)
as well as exemplary tools (tool).
impact « Identification of the failure mode (failure mode) along the Al tasks
for each compliance area (compliance area).
Mitigation « Identification of causes, effects (impact) and possible
countermeasures (mitigation) for each failure mode.
« |dentification of specific tool failures (tool failure) and required tool
i capabilities (tool capability) for a failure mode.
Tool
Capability
Compliance Area: Area of compliance (functional safety, data Cause: Causes of the risk.

protection, Al regulation).

Impact: Effects of an error condition.

Failure Mode: Hazard in the event of non-compliance.

Tool Failure: Tool error as the cause of an error condition.

Mitigation: Measures to reduce the risk.

Tool Capability: Capabilities required of a tool to address the risk.



Systematic presentation of the developed content

Terminology

Phase Compliance Area Cause
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N n Impact
Task n n Failure
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Tool n Tool Tool
Failure Capability

Compliance Phase Task
Area
Functional Safety ~ Training & Deep
Validation Learning &
ML
Frameworks

Functional Safety ~ Training & Deep

ML
Frameworks

Functional Safety ~ Training & Deep
Validation ~ Learning &
ML
Frameworks

Failure Mode Impact

Lack of Real-Time  Trained models and supporting
Processing frameworks are unable to deliver low-

Inadequate Eor  Frameworks and models lack robust error
Validation ~ Learing&  Handling & Logging  detection, recovery, and structured

Model Instability &  Inconsistent training leading to unreliable
Poor Generalization Al behaviour in critical applications.

AQI

The contents of the Excel spreadsheet are compiled

in accordance with the terminology used

Severity Causes

real-time environments.

Model architectures are too large or complex for target

Occurren Detectab RPN
ce ility

Mitigation

Apply model optimization techniques such as pruning, quantization, or
knowledge distillation.

latency, real-time inference performance
required for critical applications such as
autonomous systems.

Frameworks do not leverage hardware
efficiently (e.g., GPU, TPU, Edge devices).

adds excessive latency during inference.

Training and inference exceptions are not properly
caught or logged.

Losses, gradients, or other training dynamics are not
systematically monitored for anomalies.

logging capabilities, making root cause
analysis and system recovery difficult.

Training and deployment pipelines lack comprehensive

logging and metadata tracking.

Pipeline overhead (e.g., preprocessing, postprocessing)

Lack of deterministic/reproducible training settings due

Ensure models are
specific hardware accelerators.
Optimize full pipeline latency by batching operations and reducing
unnecessary transformations.

and optimized for

Integrate structured exception handling and mandatory logging for all critical
training and inference operations.

Implement runtime monitors for numerical instabilites (e.g, NaNs,
divergence) and alert on thresholds.

Embed pipeline-wide metadata capture and systematic experiment logging
into the training framework.

Implement deterministic training pipelines with seed control and precision

to parallel and floating-point arithmetic.
Limited built-in validation or monitoring.
No built-in numerical stability mechanisms.

to ensure
Integrate continuous performance monitoring during training with automatic
validation checkpoints.
Use frameworks that incorporate gradient clipping, normalization, and
regularization for improved numerical robustness.

Potential Tool Failure

May fail to guarantee deterministic training
execution and runtime validation, resulting in
trained models that do not meet real-time safety-
critical performance requirements.

May fail to provide comprehensive error logging
and runtime monitoring, resulting in trained
models with limited traceabilty for failure
analysis in safety-critical systems.

May fail to enforce deterministic training
procedures and runtime validation, resulting in
trained models with unpredictable behavior and
poor generalization in safety-critical applications.
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Recommended Tool Capability

Framework support for model optimization (e.g., TensorRT,
'ONNX Runtime optimizations).

Support for hardware-specific runtime optimizations and
deployment targeting (e.g., EdgeTPU, CUDA kernels).
Framework support for pipeline fusion, minimal preprocessing
APIs, and asynchronous inference.

Framework support for structured error reporting, custom
callbacks, and logging integration.

Built-in hooks for anomaly detection during training and
validation (gradient checkers, divergence detectors).

ML lifecycle management tools (e.g., MLflow, Weights & Biases)
integration for metadata and error tracking.

Explicit deterministic training support with reproducibility
settings and controlled parallelism.

Built-in validation dashboards and metric tracking APIs.
Numerical stability modules with configurable regularization

options.

———

Dashboard created based on Excel spreadsheet

Choose Phase(s):

Tool Qualification Recommendation App

Choose Task(s):

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select Failure Mode

AT Regulation

(<]

Lack of Al Transparency
Bias & Fairness Non-Compliance

Task Assessment Tool Assessment

Description

Failure to for Al decisions, violating AT Act transparency
High-risk Al models reinforcing biases, leading to 1 vith AL Act £ guidelines.

Lack of Model Risk Assessment Failure to categorize AT models under AT Act risk levels and document safety concerns.
Security Vulnerabilites in AT Exposure to adversarial attacks compromising AT safety and trustworthiness.
‘Non-compliant Human Oversight Mechanisms  Failure to implement necessary human-in-the-loop controls in high-risk AT applications.
Insufficient Al Impact Assessment Failure to conduct proper risk-benefit analysis for high-risk Al applications.
Lack of Ethical Safeguards in AT Failure to ensure cthical principles (¢.g., non-harm, fairness) in Al decision-making
Tnadequate Monitoring of Deployed AT Systems  Lack of c essment of AT systems in real-world sett

Lack of Auditability & Documentation Tnability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits.

Data Protection
Unauthorized Data Access Lack of strict access control leading to potential data breaches and privacy violations.
Failure to Handle Right to Erasure ‘Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.
Personal Data Leakage ML models unintentionally exposing personal data during training or inference.
Lack of Data Minimization Collecting and storing excessive personal data, violating GDPR principles.
Failure in D: lead to re-identifiable personal data.
‘Non-Transparent User Consent Management Lack of clear user consent tracking for data collection and processing.
Cross-border Data Transfer Violations Failure to comply with international data transfer rules under GDPR/Schrems L.
Functional Safety

Data Integrity Failure Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Lack of Real-Time Processing Failure to requirements in autor or licat

Failure Mode Undetection Inabiliy to detect and in deployed Al models, leading to
Tnconsistent Model Reproducibility ‘Non-deterministic model outputs lead to unprediciable Al system behavior.
Insufficient Edge Case Handling, AT models fail to correetly handle rare bu critical safety scenarios, leading o unreliable operation.
Undetected Model Performance Drift Model p ver time e leading to
Insufficient Redundancy & Failover Mechanisms  Lack of backup Al models or failover strategies in critical systems.
Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identific
Model Instability & Poor Generalization Model may perform unpredictably or fuil to gencralize to unseen conditions, undermining functional safety.

<eil] [ Save Setings | [ Load Settngs |

Choose Tool(s);

Assessment Summary



Risk-based tool qualification (details)

1. Identification of risks in development tasks (according to FMEA)

RPN = Severity * Occurrence * Detection

1.3 Calculation of the RPN for selected

1.2 Selection of area of compliance and
failure modes in a task

1.1 Selection of relevant tasks phases : :
applicable failure modes

2. ldentification of qualification requirements for Al tools

2.2 Evaluation of tool error detection
and determination of the tool
confidence level (TCL) for each
conformity area

2.3 Qualification recommendation

2.1 Assessment of the significance of
based on RPN and TCL

the tool for an error (Tool Impact)

AQI
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AssessML: structure of the dashboard
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Tool Qualification Recommendation App

Choose Phase(s):
Failure Mode Selection
Failure Mode and Compliance Area Selection
Select Failure Mode
Al Regulation
Lack of AI Transparency
Bias & Fairness Non-Compliance
Lack of Model Risk Assessment
Security Vulnerabilities in AT
Non-compliant Human Oversight Mechanisms
Insufficient AT Impact Assessment
Lack of Ethical Safeguards in AI
Inadequate Monitoring of Deployed Al Systems
Lack of Auditability & Documentation
Data Protection
Unauthorized Data Access
Failure to Handle Right to Erasure
Personal Data Leakage
Lack of Data Minimization
Non-Transparent User Consent Management
Cross-border Data Transfer Violations
Functional Safety
Data Integrity Failure
Lack of Real-Time Processing
Failure Mode Undetection
Inconsistent Model Reproducibility
Insufficient Edge Case Handling
Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging
Model Instability & Poor Generalization

e e
I Settings filename (e.g. settil| | Save Settings Load Settingsl

Choose Task(s):

Task Assessment

Description

Failure to provide explanations for AI decisions, violating AT Act transparency requirements.

High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AI Act fairness guidelines.

Failure to categorize AT models under AT Act risk levels and document safety concerns.
Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls in high-risk AI applications.
Failure to conduct proper risk-benefit analysis for high-risk AT applications.

Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.
Lack of continuous assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.
ML models unintentionally exposing personal data during training or inference.

Collecting and storing excessive personal data, violating GDPR principles.

Failure in Data Anonymization & Pseudonymization Inadequate de-identification techniques lead to re-identifiable personal data.

Lack of clear user consent tracking for data collection and processing.

Failure to comply with international data transfer rules under GDPR/Schrems IT.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployed AI models, leading to high-risk scenarios.
Non-deterministic model outputs lead to unpredictable AI system behavior.

Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.
Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup AI models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

Choose Tool(s):

Tool Assessment Assessment Summary

The homepage is divided into three sections:

A: Selection of phases and tasks

Selection tabs for phases, tasks or tools to be considered.

B: Selection of states _and _assessment

implementation

error

Used to select the error states to be considered, as well
as to determine risks in the development tasks and the
qualification requirements for Al tools.

C: Saving and loading

Preset or already completed assessments can be saved
and retrieved.
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1. Identification of risks in development tasks

1.7. Selection of relevant tasks phases

1. Identification of risks in development tasks (according to FMEA)

RPN = Severity * Occurrence * Detection

1.1. Selection of relevant tasks 1.2 Selection of area of compliance 1.3 Calculation of the RPN for
phases and applicable failure modes selected failure modes in a task



AssessML: selection area

What is the selection area used for?

The dashboard contains 25 error states
that are selected from the start.

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select Failure Mode
AT Regulation

Lack of Al Transparency

Bias & Faimess Non-Compliance

Lack of Model Risk Assessment

Security Vulnerabilities in Al

Non-compliant Human Oversight Mechanisms

Insufficient Al Impact Assessment
Lack of Ethical Safeguards in AT

Inadequate Monitoring of Deployed Al Systems

Lack of Auditability & Documentation
Data Protection

Unauthorized Data Access

Failure to Handle Right to Erasure

Personal Data Leakage

Lack of Data Minimization

Failure in Data i &

Task Assessment

Description

Failure to provide explanations for Al decisions, violating Al Act transparency requirements.

High-risk Al models reinforcing biases, leading to discrimination and non-compliance with AI Act faimess guidelines.
Failure to categorize Al models under AI Act risk levels and document safety concerns.

Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls in high-risk AT applications

Failure to conduct proper risk-benefit analysis for high-risk Al applications.

Failure to ensure ethical principles (e.g., non-harm, fairess) in Al decision-making.

Lack of continious assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage, model training, validation ete. hindering compliance audits.

Lack of strict access control leading fo potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.

ML models unintentionally exposing personal data during training o inference.
Collecting and storing excessive personal data, violating GDPR principles.

Non-Transparent User Consent Management

Cross-border Data Transfer Violations
Functional Safety

Data Integrity Failure

Lack of Real-Time Processing

Failure Mode Undetection

istent Model

deq techniques lead to re-identifiable personal data.
Lack of clear user consent tracking for data collection and processing.
Failure to comply with international data transfer rules under GDPR/Schrems IL.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference in or safety | applicati
Inability to detect and mitigate failure conditions in deployed Al models, leading to high-risk scenarios.

Insufficient Edge Case Handling
Undetected Model Performace Drift

Insufficient Redundancy & Failover Mechanisms

Inadequate Error Handling & Logging
Model Instability & Poor Generalization

0 sett| [Save Seftings | ['Load Seftings

ic model outputs lead to unpredictable Al system behavior.

AT models fail 1o correctly handle rare but critical safety scenarios, leading to unreliable operation.

Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup AT models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.
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This automatically transfers all statuses to the task and tool assessment as well as
to the assessment summary, which can quickly make the board confusing.

Task Assessment

Tool Assessment



AssessML: selection area

What is the selection area used for?

To enable more targeted and efficient processing, the
dashboard offers the option of filtering via the
selection area.

ﬁ QI Automotive
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Each selection made reduces the number of error states displayed,
thereby simplifying the processing of the following steps in the
assessments and in the Assessment Summary.

Choose Phase(s): Choose Task(s): Choose Tool(s):

Deseription

Failure 1o povide explanstioes for AL decisions, salsting A AC raaspareacy cequives.
i i ALAct

"
i s Right 10 be Foegotren, Jeading 10 legal risks
ML enodels unintentioaally exposieg persoual i during wising o nference

lead o

oo
Lack of chear user cousens tacking foe data colletion and processing.
Failure 10 comply under Schrees: 1

@

Failure Mode Overview

Tool Assessment

Task Assessment

Assessment Summery

Instructions for assessments follow from slide 18 onwards




AssessML: selection area AQI | Auomoe

Choose Phase(s): Choose Task(s): Choose Tool(s):

The selection area is divided into three search tabs: Phase, Task and Tools, allowing users to limit their search to their preferred
phases and tasks. There are two ways to specify a phase and task:

1st approach: Phases and tasks 2nd approach: Tools
@ Start: Selection of phases @ Start: Selection of tools
dP Selection of tasks considered dP Automatic output of assigned
in the phase phases and tasks
E Issuing of the final selecti g
g SSuing ot the Tinal selection g Issuing of the final selection

 — R — —

I




AssessML: selection area

Start: Selection of phases

Choose Phase(s):

— All Phases
Data Curation
Deployment
Experimentation

S Inference & Monitoring

Training & Validation
B4  Lack or Al Lransparency
Bias & Faimess Non-Compliance
Lack of Model Risk Assessment
Security Vulnerabilities in AT
Non-compliant Human Oversight Mechanisms
Insufficient AT Impact Assessment
Lack of Ethical Safeguards in AT
Inadequate Monitoring of Deployed AI Systems
Lack of Auditability & Documentation
Data Protection
Unauthorized Data Access
Failure to Handle Right to Erasure
Personal Data Leakage
Lack of Data Minimization
Non-Transparent User Consent Management
Cross-border Data Transfer Violations
Functional Safety
Data Integrity Failure
Lack of Real-Time Processing
Failure Mode Undetection
Inconsistent Model Reproducibility
Insufficient Edge Case Handling
Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging
Model Instability & Poor Generalization

|Semngs filename (e.g seﬂu| | Save Settings | | Load Settings ‘

Choose Task(s):

Task Assessment

Description

v
Faulure to provide explanations tor Al decisions, violating AT Act transparency requirements.

High-risk ATl models reinforcing biases, leading to discrimination and non-compliance with AI Act fairness guidelines.

Failure to categorize AT models under AT Act risk levels and document safety concerns.
Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls in high-risk AI applications.
Failure to conduct proper risk-benefit analysis for high-risk AT applications.

Failure to ensure ethical principles (e.g., non-harm, fairness) in AT decision-making.
Lack of continuous assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.
ML models unintentionally exposing personal data during training or inference.

Collecting and storing excessive personal data, violating GDPR principles.

Failure in Data Anonymization & Pseudonymization Inadequate de-identification techniques lead to re-identifiable personal data.

Lack of clear user consent tracking for data collection and processing.

Failure to comply with international data transfer rules under GDPR/Schrems II.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployed AI models, leading to high-risk scenarios.
Non-deterministic model outputs lead to unpredictable AT system behavior.

Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.
Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup AI models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

Choose Tool(s):

Tool Assessment

AQI |

Assessment Summary
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AssessML: selection area AQI |Automouve
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Selection of tasks considered in the phase

Choose Phase(s): Choose Task(s):

Choose Tool(s):
< | Training & Validation
Bias & Fairness Audits =
Failure Mode Selection L ssessment Assessment Summary
Data Versioning & Management
Deep Learning & ML Frameworks
Failure Mode and Compliance Area Selection
Distributed Training & Optimization
Select Failure Mode . o
Model Evaluation & Explainability
AT Regulation
- - . Performance Metrics & Validation w
Lack of AI Transparency Failure to provide explanations tor Al decisions, violating Al Act lransparency requirements.

Bias & Fairness Non-Compliance High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AI Act fairness guidelines.
Lack of Ethical Safeguards in AT Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.
Lack of Auditability & Documentation Inability to provide detailed logs of data usage, model training, validation etc. hindering compliance audits.

Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.

Functional Safety

Lack of Real-Time Processing Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Failure Mode Undetection Inability to detect and mitigate failure conditions in deployed AI models, leading to high-risk scenarios.
Inconsistent Model Reproducibility Non-deterministic model outputs lead to unpredictable AT system behavior.

Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

|Settings filename (e.g. serti|| | Save Setiings ‘ | Load Settings |

Note:

Selecting the phases automatically filters the fault conditions.
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Issuing of the final selection

Choose Phase(s): Choose Task(s): Choose Tool(s):
% | Training & Validation < | Deep Learning & ML Frameworks
Failure Mode Selection Task Assessment Tool Assessment

Assessment Summary

Failure Mode and Compliance Area Selection

Select Failure Mode Description

AT Regulation
Lack of AI Transparency

Failure to provide explanations for Al decisions, violating AI Act transparency requirements.
Bias & Fairness Non-Compliance

High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines
Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.

Functional Safety

Lack of Real-Time Processing

Inadequate Error Handling & Logging

Failure to meet real-time inference requirements in autonomous or safety-critical applications.
Poor logging and monitoring hinder failure analysis and root cause identification.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

|Settingsf|ename (eg setti|| ‘ Save Settings | ‘ Load Settings |

After going through the ‘Phases’ and ‘Tasks' tabs from left to right, the dashboard displays all potential error states that remain
after filtering. = The possible error states are restricted!



AssessML: selection area

Start; Selection of tools used

Choose Phase(s):

Choose Task(s):

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select Failure Mode
AT Regulation

Lack of AT Transparency

Bias & Fairness Non-Compliance

Lack of Model Risk Assessment

Security Vulnerabilities in AT

Non-compliant Human Oversight Mechanisms
Insufficient AT Impact Assessment

Lack of Ethical Safeguards mn AT

Inadequate Monitoring of Deployed AT Systems
Lack of Auditability & Documentation

4

E Data Protection

Unauthorized Data Access

Failure to Handle Right to Erasure
Personal Data Leakage

Lack of Data Minimization

Non-Transparent User Consent Management
Cross-border Data Transfer Violations

Functional Safety

Data Integrity Failure

Lack of Real-Time Processing

Failure Mode Undetection

Inconsistent Model Reproducibility

Insufficient Edge Case Handhing

Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging

Model Instability & Poor Generalization

SoooPEeCR o o000

[Setiings filename (e.g. setii| | Save Settings | [ Load Settings |

Task Assessment

Description

Failure to provide explanations for AT decisions, violating AT Act transparency requirements.

High-risk AT models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.

Failure to categorize Al models under AT Aet risk levels and document safety concerns.

Exposure to adversarial attacks compromising AT safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls i high-risk AT applications.

Failure to conduct proper nisk-benefit analysis for high-risk AT applications.

Failure to ensure ethical principles (e g.. non-harm, fairness) i AT decision-making.

Lack of continuous assessment of AT systems in real-world settings.

Tnability to provide detailed logs of data usage, model tramning, validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal nisks.

ML models unintentionally exposing personal data during training or inference.
Collecting and storing excessive personal data, violating GDPR principles.

Failure in Data Anonymization & Pseudonymization Inadequate de-identification techniques lead to re-identifiable personal data.

Lack of clear user consent tracking for data collection and processing.
Failure to comply with international data transfer rules under GDPR/Schrems IT.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployed Al models, leading to high-nisk scenarnios.
Non-deterministic model outputs lead to unpredictable AT system behavior.

AT models fail to correctly handle rare but critical safety scenarios, leading to unrehable operation.

Model performance degrades over time without triggering corrective actions. leading to unsafe decisions.
Lack of backup AT models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

Choose Tool(s):

TensorFlow Serving
Tool Ass TensorRT

Weights & Biases

WhyLabs

XGBoost

tafresh

A
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Quality Institute

(e



AssessML: selection area

Automatic output of assigned phases and tasks

Choose Phase(s): Choose Task(s): Choose Tool(s):
* | Training & Validation * | Deep Learning & ML Frameworks * | XGBoost
Failure Mode Selection Task Assessment Tool Assessment

Failure Mode and Compliance Area Selection

Select Failure Mode
AT Regulation

Description

Lack of AT Transparency Failure to provide explanations for AT decisions, violating AT Act transparency requirements.

Bias & Fairness Non-Compliance High-nisk Al models remforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.
Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during traming or inference.
Functional Safety

Lack of Real-Time Processing Failure to meet real-time inference requirements 1n autonomous or safety-critical applications.

Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.
Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

[Settings filename (2.9 seffi] [ Save Setfings | [ Load Setfings |

After going through the ‘Tools' tab, the dashboard displays all error states associated with the selected tool.

—> There is a specific restriction of error states!

AQI |

Assessment Summary
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AssessML: selection area
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Multiple selections are also possible; this applies to both approaches!

1st approach: Phases and tasks

If several phases and tasks are selected, the error states that
are relevant to all selected phases and tasks are displayed.

Task Assessment Assessment Summary

Deseription

Jating A y requ
iases, leading o discrimination and non-compliance with AT Act faimess guidelines.
e 1o adversanal atacks compromusing Al safery and trustworthiness

al sy
erfailn gmmmmmamm.smmm afery.

There is a restriction on the possible error states!

2. Approach: Tools

If several tools are selected, the error states that are relevant to
all selected tools are displayed.

al , leading

& Logging m] gmgudnmmwmghmd m e analysis and root cause identification.
Model may y e fail to generalize ditioas, undermsining functioaal safery
ftiings | [ Load Saltings

There is a specific restriction of error states!
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1. Identification of risks in development tasks

1.2 Selection of area of compliance and applicable failure modes

1. Identification of risks in development tasks (according to FMEA)

RPN = Severity * Occurrence * Detection

1.1 Selection of relevant tasks 1.2 Selection of area of compliance 1.3 Calculation of the RPN for
phases and applicable failure modes selected failure modes in a task



AssessML: selection of failure modes AQI | Auomoe

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select

Failure Mode

Al Regulation

S 0000 p OO0 g OO OoOON@™OOO

Lack of Al Transparency

Bias & Fairness Non-Compliance

Lack of Model Risk Assessment

Security Vulnerabilities in Al

Non-compliant Human Oversight Mechamsms
Insufficient AT Impact Assessment

Lack of Ethical Safeguards in AT

Inadequate Monitoring of Deployed Al Systems
Lack of Auditability & Documentation

Data Protection

Unauthorized Data Access

Failure to Handle Right to Erasure
Personal Data Leakage

Lack of Data Minimization

Failure in Data Anonymization & Pseudonymization Inadequate de-identification techniques lead to re-identifiable personal data.

Non-Transparent User Consent Management
Cross-border Data Transfer Violations

Functional Safety

Data Integrity Failure

Lack of Real-Time Processing

Failure Mode Undetection

Inconsistent Model Reproducibility

Insufficient Edge Case Handling

Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging

Model Instability & Poor Generalization

Task Assessment Tool Assessment Assessment Summary

Description

R - | The assessment section is divided into four
Failure to provide explanations for Al decisions, violating AT Act transparency requirements.

High-risk Al models reinforcing biases, leading to discrimination and non-compliance with AT Act fairess guidelines. S | | d e S

Failure to categorize Al models under AT Act risk levels and document safety concerns.

Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls mn high-nisk AT applications.

Failure to conduct proper risk-benefit analysis for high-risk Al applications. ( L | St Of e rro r
Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.

Lack of continuous assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage. model training_ validation etc. hindering compliance audits. C O n d |t | O n S) )

| o — (Identification of risks in
Lack of strict access control leading to potential data breaches and privacy violations.
—— development tasks)
= Tool Assessment (Training requirements for

Lack of clear user consent tracking for data collection and processing. A | _t
ools) and

Collecting and storing excessive personal data, violating GDPR. principles.

Failure to comply with international data transfer rules under GDPR/Schrems IT.

- - N - = Assessment Summery (Qualification
Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications. S u m m a ry ba Sed O n -th e R P N a n d th e TC L)

Inability to detect and mitigate failure conditions in deployved Al models, leading to high-risk scenarios.
Non-deterministic model outputs lead to unpredictable Al system behavior.

Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.

Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup Al models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.



AssessML: selection of fallure modes

Tool Assessment

Failure Mode Selection Task Assessment
Failure Mode and Compliance Area Selection
Select Failure Mode Description
Al Regulation
Lack of Al Transparency Failure to provide explanations for Al decisions, violating AT Act transparency requirements.

S 0000 p OO0 g OO OoOON@™OOO

Bias & Fairness Non-Compliance

Lack of Model Risk Assessment

Security Vulnerabilities in Al

Non-compliant Human Oversight Mechamsms
Insufficient AT Impact Assessment

Lack of Ethical Safeguards in AT

Inadequate Monitoring of Deployed Al Systems
Lack of Auditability & Documentation

Data Protection

Unauthorized Data Access

Failure to Handle Right to Erasure
Personal Data Leakage

Lack of Data Minimization

Failure in Data Anonymization & Pseudonymizatiof

Non-Transparent User Consent Management
Cross-border Data Transfer Violations

Functional Safety

Data Integrity Failure

Lack of Real-Time Processing

Failure Mode Undetection

Inconsistent Model Reproducibility

Insufficient Edge Case Handling

Undetected Model Performance Drift
Insufficient Redundancy & Failover Mechanisms
Inadequate Error Handling & Logging

Model Instability & Poor Generalization

Failure to categorize Al models under AT Act risk levels and document safety concerns.
Exposure to adversarial attacks compromising Al safety and trustworthiness.

Failure to implement necessary human-in-the-loop controls mn high-nisk AT applications.
Failure to conduct proper risk-benefit analysis for high-risk Al applications.

Failure to ensure ethical principles (e.g., non-harm, fairness) in Al decision-making.
Lack of continuous assessment of Al systems in real-world settings.

Inability to provide detailed logs of data usage. model training_ validation etc. hindering compliance audits.

Lack of strict access control leading to potential data breaches and privacy violations.
Non-compliance with GDPR’s Right to be Forgotten, leading to legal risks.

ML models vnintentionally exposing personal data during training or inference.
Collecting and storing excessive personal data, violating GDPR. principles.

1 Inadequate de-identification techniques lead to re-identifiable personal data.

Lack of clear user consent tracking for data collection and processing.

Failure to comply with international data transfer rules under GDPR/Schrems IT.

Corrupt or inconsistent data leading to incorrect model predictions, endangering safety-critical systems.
Failure to meet real-time inference requirements in autonomous or safety-critical applications.

Inability to detect and mitigate failure conditions in deployved Al models, leading to high-risk scenarios.
Non-deterministic model outputs lead to unpredictable Al system behavior.

Al models fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.
Model performance degrades over time without triggering corrective actions, leading to unsafe decisions.
Lack of backup Al models or failover strategies in critical systems.

Poor logging and monitoring hinder failure analysis and root cause identification.

Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

High-risk Al models reinforcing biases, leading to discrimination and non-compliance with AT Act fairess guidelines.

Automotive
Quality Institute

AQI |

Assessment Summary

The section shows:

= List of all error states,

and is used to select the desired/required
error states of the three compatibility areas.
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Select the failure modes by clicking on the ‘Select’ boxes for
each failure mode and/or for each compliance area.

Folr a detailed search, the user can apply further filters | setect | el Sleet e
using the ‘Select boxes'" ATRegulation O AlRegulation
. . o . Lack of AT Transparency e ; o
- If you make a selection for the individual failure Bias & Fairess Non-Compliance ST PRy — =
: Lack of Model Risk Assessment s R igl
modes, the modes that are not taken into R Lack of Model Risk Assessment Fail
. . . . - ) i i Security Vulnerabilities i AT Exp
account are hlghllghted In Whlte g Trizﬂ;ufnpim;t;uma:nfvermght?-[echamsn Non-compliant Human Oversight Mechanisms Fail
. . . o e b, c1e;|17 pacts sses.smen Insufficient AT Impact Assessment Fail
- If a selection is made for an entire compatibility Lack of Ethical Safeguards in Al L ack of Ethical Safeguards in AT Fail
. . . Inadequate Monitoring of Deployed AT Syste o

area, the area that is not taken into account is | Lack of Auditabitity & Documentation Inadequate Monitoring of Deployed Al Systems  Lac]
Lack of Auditability & Documentation Inat

a

Data Protection

highlighted in grey.

a

Data Protection

Unavthorized Data Access ]
] ) Unauvthorized Data Access Lac
[1} Failure to Handle Right to Erasure ] ;
- Failure to Handle Right to Erazure Non
Personal Data I eakage
T Personal Data Leakage ML
Lack of Data Minimization S
- : — Lack of Data Minimization Coll
O Failure in Diata Anonvmization & Pseudonvn : . o - .
o h Failure in Data Anonymization & Psevdonymization Inad
[1| Non-Transparent User Conzent Management -
— WNon-Transparent User Conzent Management Lac
Crosz-border Data Transfer Viclations o i
Cross-border Data Transfer Violations Fail
Functional Safety
e [ Functional Safety
Data Integrity Fail
La . f;L al- T.a1 urP; i Data Integrity Failure Con
0 Fale e I\-{:rd . ij; cessing Lack of Real-Time Processing Fail
Indetecti
aftpie Aode bndetecion Failure Mode Undetection Inat
Inconsistent Model Reproducibility m i araaT P ==
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1. Identification of risks in development tasks

1.3 Calculation of the RPN for selected failure modes in a task

1. Identification of risks in development tasks (according to FMEA)

RPN = Severity * Occurrence * Detection

1.1 Selection of relevant tasks 1.2 Selection of area of compliance 1.3 Calculation of the RPN for
phases and applicable failure modes selected failure modes in a task



AssessML: evaluation of fallure modes

The area IS used to
compatibility area.

ﬁ QI Automotive
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calculate the risk priority number (RPN) for each selected fault condition and/or

Failure Mode Selection

Failure Mode Analysis for Individual ML Task

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.
Artifact: Trained model

AT Regulation

Failure mode: Lack of Al Transparency

Impact: Failure to provide interpretability and documentation of model decisions.
Potential Causes:

* No built-in mterpretability or explamnability methods.
* Poor model decision-tracking and logging support.
* Limited compatibility with external explainability libraries

Possible Mitigations:

Task Assessment

o Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

+ Establish structured logging of intermediate decisions and model outputs for traceability.

+ Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.

Tool Assessment

Severity of failure mode
1 5

Occurence of failure mode

Assessment Summary



AssessML: evaluation of fallure modes

The RPN is the sum of the three indicators:
(Significance of the error sequence),
(Probability of occurrence of the cause of the fault) and
= Detection (Probability of discovering the error or its cause)

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Trained model

Risk of Deep Learning & ML Frameworks in AT Regulation

Failure mode: Lack of Al Transparency: Failure to provide interpretability and documentation of model decisions.

Potential Causes:

¢ No built-in interpretability or explainability methods.
* Poor model decision-tracking and logging support.
* Limited compatibility with external explainability libraries

Possible Mitigations:

¢ Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.
» Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.

AQI |

Automotive
Quality Institute

RPN = Severity * Occurrence * Detection

Severity of failure mode

1 2 3 4 5
Occurence of failure mode

1 2 3 4 5
Detection of failure mode

1 2 3 4 5
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Action:
Assess the severity for the failure modes assigned to the selected ML tasks in the tool.

By moving the slider, the values

Phase: Training & Validation
1=3:4-06;7-10can be set.

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
Risk of Deep Learning & ML Frameworks in AT Regulation

Severity of failure mode

Failure mode: Lack of AI Transparency: Failure to provide interpretability and documentation of model decisions

Potential Causes:

e No built-in interpretability or explainability methods.
¢ Poor model decision-tracking and logging support.
e Limited compatibility with external explainability libraries

Possible Mitigations:
e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

e Establish structured logging of intermediate decisions and model outputs for traceability.
¢ Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.



AssessML: evaluation of fallure modes AQI | fusmotve

Action:
Assess the probability of occurrence for the failure modes assigned to the selected ML tasks in the tool.

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.
By moving the slider, the values

Artifact: Trained model
1-3:4-06;7-10canbe set.

Risk of Deep Learning & ML Frameworks in AT Regulation
Severity of failure

Failure mode: Lack of AI Transparency: Failure to provide interpretability and documentation of model decisions

pl 3

Potential Causes:

e No built-in interpretability or explainability methods.
¢ Poor model decision-tracking and logging support.
e Limited compatibility with external explainability libraries

Possible Mitigations:

e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.
e Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.



AssessML: evaluation of fallure modes

Action:

Assess the detectability for the failure modes assigned to the selected ML tasks in the tool.

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
Risk of Deep Learning & ML Frameworks in AT Regulation

Failure mode: Lack of Al Transparency: Failure to provide interpretability and documentation of model decisions

Potential Causes:

e No built-in interpretability or explainability methods.
¢ Poor model decision-tracking and logging support.
¢ Limited compatibility with external explainability libraries

Possible Mitigations:
e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

e Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.

ﬁ QI Automotive
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Severity of failure

Occurence of failui

By moving the slider, the values
1-3:4-06;7-10can be set.




AssessML: evaluation of fallure modes

Action:

Calculation of the RPN for the failure modes assigned to the selected ML tasks in the tool.

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
Risk of Deep Learning & ML Frameworks in AT Regulation

Failure mode: Lack of Al Transparency: Failure to provide interpretability and documentation of model decisions

Potential Causes:

e No built-in interpretability or explainability methods.
¢ Poor model decision-tracking and logging support.
¢ Limited compatibility with external explainability libraries

Possible Mitigations:
e Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

e Establish structured logging of intermediate decisions and model outputs for traceability.
* Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.

Severity of failure mode

Occurence of failure mode

Detection of failure mode

Calculation of the RPN (1 -
29; 30 - 299; 300 -1000).

AQI]|
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RPN = Severity * Occurrence * Detection

Evaluation of the risk priority number (RPN):

= Low RPN values (RPN 1-30) indicate low criticality and no
need for action

Severity of failure mode

1

= Medium RPN values (RPN 31-299) indicate medium
criticality and thus a need for action

Occurence of failure mode

1 2 3 4 5 6 7 ‘
Detection of failure mode u H|gh V8|U€S (RPN 300_] 000) IﬂdICate h|gh C”tlcahty aﬂd d
S greater need for action.
RPN: 105 - The determination of risks (RPN) in the development tasks

(according to FMEA) focuses on the determination per use
Ccase
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2. Determining the qualification requirements for Al tools

2.1 Assessment of the significance of the tool for an error (Tool Impact)

2. Determining the qualification requirements for Al tools

2.2 Evaluation of tool error detection 2 3 Final ool evaluation and

2.1 Assessment of the significance of and determination of the tool recommended action based on the RPN
the tool for an error (Tool Impact) confidence level (TCL) for each and TCL
conformity area




AssessML: impact of a tool fallure
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The Tool Assessment area is used to determine the qualification requirements for Al tools for each selected error state and/or

compatibility area.

Failure Mode Selection

Tool Impact and Tool Error Detection Analysis

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.
Artifact: Trained model

AT Regulation

Tool Confidence Level:

Failure mode: Lack of AI Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed tramning doc

Task Assessment

Tool Assessment

umentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Assessment Summary



AssessML: impact of a tool fallure

Tool Impact and Tool Error Detection Analysis

Failure Mode Selection

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation

I Tool Confidence Level: I

Failure mode: Lack of AI Transparency

RPN: 105

Tool Assessment

Task Assessment

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Tool Impact Value
TI1
Tool Error Detection

1

T2

Based on section 11.4.5.2 of IS0 26262:2018, the Tool Confidence
Level (TCL) is determined based on the following three parts:

= Tool Impact (TI), assesses whether a tool error could be safety-relevant,

= Tool Error Detection (TD), assesses the probability that an error will be detected

and results in the
= Tool Confidence Level (TCL), the required level of confidence in the tool (TCL1 to TCL3).

Source:IOvvn representation based dn IS0 26262:2018 Section 11.4.5.2

AQI |

Automotive
Quality Institute

Assessment Summary

Analysis of use cases

Tool Impact

T2

T

Total Error Detection

i] Tool Confidence Level

TCL3

TCL2

TCLA1




AssessML: impact of a tool fallure

Action: Does a potential error in the tool affect the functionality of safety-related systems?

Failure Mode Selection

Tool Impact and Tool Error Detection Analysis

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
AT Regulation
Tool Confidence Level:

Failure mode: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed tramning docy

Tool Impact Value

Task Assessment

Tool Assessment

atio)

Moving the slider allows you to assess
the presence of safety-related effects

(1 (ves), 2 (no))

rency and conformity evidence.

ﬁ QI Automotive
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Assessment Summary
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2. Determining the qualification requirements for Al tools

2.2. Evaluation of tool error detection and TCL calculation

Determining the qualification requirements for Al tools

2. Evaluation of tool error detection and 3. Final tool evaluation and
determination of the tool confidence recommended action based on the RPN
level (TCL) for each conformity area and TCL

1. Assessment of the significance of the
tool for an error (Tool Impact)




AssessML: detectability of tool error

Action: How well can errors caused by the tool be detected in the further development process?

Failure Mode Selection

Tool Impact and Tool Error Detection Analysis

Phase: Training & Validation

Task: Deep Learning & ML Frameworks
Optimizing model parameters based on training data.

Artifact: Trained model
AT Regulation
Tool Confidence Level:

Failure mode: Lack of AT Transparency
RPN: 105

Task Assessment

Tool Assessment

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Tool Impact Value

Tool Error Detection

Moving the slider allows you to assess the
likelihood of security-related impacts
(1 = wird erkannt, 2 = konnten unentdeckt
bleiben, 3 = bleiben unentdeckt)

ﬁ QI Automotive
- Quality Institute

Assessment Summary
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Starting point: How high must the level of trust in the tool be (or is tool qualification necessary)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection

TD1 TD2 TD3
. TI1 TCL1 TCL1 TCL1
Tool impact - - -
TI2 TCL1 TCL2 TCL3
Source: IS0 26262:2018, Section. 11.4.5.4
Aspect Picture Description
Target Assignment of the appropriate Tool Confidence Level (TCL) based on Tool Impact (TI) and  Determine how high the level of trust in the tool must be (or whether tool qualification is
Tool Error Detection (TD) necessary)
TCL1 (low) " Tool has no safety-related influence (TI1) or * Low significance for product quality
" Errors are reliably detected (TI2 + TD1) * No tool qualification necessary
- No tool qualification necessary > Confidence in tool behaviour from an 1SO 26262 perspective not critical
TCL2 (medium) " Tool has safety-related influence (TI2) * Tool important for product quality
" Error not reliably detectable (TD2) * Tool qualification required
* Requirements depend on ASIL level
TCL3 (high) " Requirements depend on ASIL level (TI2) * Highimportance for product quality

" Errors remain undetected (TD3)

* Tool qualification absolutely necessary, high requirements
* Differences between TCL2 and TCL3 are methodologically relevant but not
dramatic (depending on ASIL)
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Starting point: How high must the level of trust in the tool be (or is tool qualification necessary)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection

TD1 TD2 TD3
' TI1 TCL1 TCL1 TCL1
Tool impact < 2
TI2 TCL1 TCL2 TCL3
Source: IS0 26262:2018, Section. 11.4.5.4
Aspect Picture Description
Target Assignment of the appropriate Tool Confidence Level (TCL) based on Tool Impact (TI) and  Determine how high the level of trust in the tool must be (or whether tool qualification is
Tool Error Detection (TD) necessary)
TCL1 (low) " Tool has no safety-related influence (TI1) or * Low significance for product quality

" Errors are reliably detected (TI2 + TD1)
- No tool qualification necessary

* No tool qualification necessary
> Confidence in tool behaviour from an 1SO 26262 perspective not critical




Background.: calculation of TCL
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Starting point: How high must the level of trust in the tool be (or is tool qualification necessary)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection

TD1 TD2 TD3
' TI1 TCL1 TCL1 TCL1
Tool impact - -
TI2 TCL1 TCL2 TCL3
Source: IS0 26262:2018, Section. 11.4.5.4
Aspect Picture Description
Target Assignment of the appropriate Tool Confidence Level (TCL) based on Tool Impact (TI) and  Determine how high the level of trust in the tool must be (or whether tool qualification is
Tool Error Detection (TD) necessary)
TCL2 (medium) " Tool has safety-related influence (TI2) * Tool important for product quality

" Error not reliably detectable (TD2)

®* Tool qualification required
* Requirements depend on ASIL level




Background.: calculation of TCL
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Starting point: How high must the level of trust in the tool be (or is tool qualification necessary)?

Table 3 — Determination of the Tool Confidence Level (TCL)

Tool error detection

TD1 TD2 TD3
) TI1 TCL1 TCL1 TCL1
Tool impact - -
TI2 TCL1 TCL2 TCL3
Source: IS0 26262:2018, Section. 11.4.5.4
Aspect Picture Description
Target Assignment of the appropriate Tool Confidence Level (TCL) based on Tool Impact (TI) and  Determine how high the level of trust in the tool must be (or whether tool qualification is
Tool Error Detection (TD) necessary)
TCL3 (high) " Requirements depend on ASIL level (TI2) * Highimportance for product quality

" Errors remain undetected (TD3)

* Tool qualification absolutely necessary, high requirements
* Differences between TCL2 and TCL3 are methodologically relevant but not
dramatic (depending on ASIL)



Background: calculation of TCL AQI | e,

| | |
1 1 1
. - - Tool | Total Error Detecti i
Action: How high must the level of trust in the tool be : Colmpact ! otal Error Detection ; Tool Confidence Level

. . . 1 |

(or is tool qualification necessary)? : | ’—> D3 — e

1 1

| : > TI2 : 5 TD 2 : > TCL2
1 1 1
Analysis of use-cases I : TD1 —:—
| | | |

I > T 1 i TCL1
Tool Impact and Tool Error Detection Analysis ! ' I

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation /

Calculation of confidence level
Tool Confidence Level: 1 _ B . o
Failure mode: Lack of AI Trans ; (-I - IOW’ 2 B medlum’ 3 B hlgh)

RPN: 105
Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Tool Impact Value

Tool Error Detection



ﬁ QI Automotive
- Quality Institute

2. Determining the qualification requirements for Al tools

2.3. Tool assessment and recommended actions based on RPN and TCL

2. Determining the qualification requirements for Al tools

2.2. Evaluation of tool error detection 23 Final tool evaluation and

2.1. Assessment of the significance of and determination of the tool recommended action based on the RPN
the tool for an error (Tool Impact) confidence level (TCL) for each and TCL
conformity area
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The Assessment Summery section is used to evaluate and prioritise the qualification summary based on the RPN and TCL for
selected fault conditions.

Failure Mode Selection Task Assessment

Tool Assessment

Assessment Summary

Recommendations for Tool Qualification and Process Improvement

RN threshold TCL threshald
Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Tramned model

AT Regulation

Tool Confidence Level: 1

Potential tool failure: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.
Possible Process Mitigations: Testable Tool Capabilities:
[ Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.

(]

[J Integrated explainability methods (e.g., SHAP, LIME) within model training environments
Establish structured logging of intermediate decisions and model outputs for traceability

[ Comprehensive model decision logging and training metadata tracking

[ Easy integration with external explainability libraries and visualization tools

[J Ensure framework compatibility with transparency libraries via plugin architecture or open APIs.
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The error states can be filtered using the inputs for thresholds. Two different specifications can be weighted:

= RPN threshold (limit value for the risk priority number)
= TCL threshold (limit value for the tool confidence level)

Failure Mode Selection

Task Assessment Tool Assessment Assessment Summary

Recommendations for Tool Qualification and Process Improvement

| RPN threshold [100 || TCL threshold |1 |

Phase: Training & Validation

Task: Deep Learning & ML Frameworks

Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation

Tool Confidence Level: 1

Potential tool failure: Lack of ATl Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence

Possible Process Mitigations:
[ Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME.
[

Testable Tool Capabilities:
] Establish structured logging of intermediate decisions and model outputs for traceability.

[ Integrated explainability methods (e.g., SHAP, LIME) within model training environments
[ Comprehensive model decision logging and training metadata tracking

]  Ensure framework compatibility with transparency libraries via plugin architecture or open APIs. ] Easy integration with external explamnability libraries and visualization tools



AssessML. evaluation and recommended action AQI | fusmone

Quality Institute
What is the purpose of thresholds?

All statuses are automatically transferred to the assessment

Threshold values can be used to filter out critical error states or
summary, which can quickly make the board confusing.

unsafe tools by setting them appropriately. Setting the filter
makes the analysis clearer.

RPN threshold |1 | TCL threshold |[1] : RPN threshold |100 |

TCL threshold |2

Faituse Mode Selection

R amm Failuce Mode Selection Task Assenses Tool Auensenent Anessment Sumary
Reeommeniations for Teal Qualifiation and Process Improvement
RPN threshold |1 TCL threshold [1 : | ﬂ
RPN threthold [108 TCL threshold 2 I
Phase: Training & Validation
Phase; Training & Validation
Task: Deep Learning & ML Framenorks
Optimizing mode! paramser based on training data Task: Deep Learning & ML Frameworks
. Optimizing model parameters bazed on raining datz
Functional Safety Anifact: Traimed medel
Tool Confidence Level: 2 )
Potential ool falure: Lack of Real.Time Processing Tool Confidence Level: 1
REN: 504
Potential tool failure: Lack of Real Time Processing
mmmmm » s safay-cit
ioe, ot
Keroels). 1 Capabilties:
of semece: dedge ditillas eamerecc upper emsoeRT, ONX
sceal = e TP erme]
Tool € camemoek suppert for pipeine fu iy ore
Poten:
REN: 3
fature smalyses ety crieal systems
Possible P ble Tool Capabilcies:
ot e exe 1t crtieal rasming nd sference operatio aemew ok support for true pecting cuitom
plerseat rustime o diverpence) snd alrt on thresbolds i Bocks for i and validano (gradsest checkens,
6 pipeline wide Togzm mto the baming Famenrk < Weights & o
Tool Confidence Level: 1
REN:
: My f datson. odel ey
uuuuuuuuuuuuuuuuuuuuuuuuuuuu lces:
£ pipel « Explicat =
st cont ormance montoring dunes fuess oraatic valdation chec aldation dubbor
v merical stabilty modsles

42
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The select boxes (Checkboxes) listed below are used to select specific tool capabilities or possible process measures:

Recommendations for Tool Qualification and Process Improvement
RPN threshold TCLithreshold T ]
Phase: Training & Validation

Task: Deep L ing & ML Fr

Optimizing model parameters based on training data.

Artifact: Trained model

AT Regulation

Tool Confidence Level: 1

Potential tool failure: Lack of AT Transparency
RPN: 105

Potential tool failure: May fail to generate or link detailed training documentation and validation reports, resulting in trained models lacking required transparency and conformity evidence.

Possible Process Mitigations: Testable Tool Capabilities:

[ Utilize ML frameworks that offer native support for model interpretation techniques like SHAP and LIME. [ Integrated explainability methods (e g, SHAP, LIME) within model training environm
[[J  Establish structured logging of intermediate decisions and model outputs for traceability. [[J Comprehensive model decision logging and training metadata tracking

O Ensuore framework compatibility with transparency libraries via plugin architecture or open APIs. [ Easy integration with external explainability libraries and visualization tools

Possible Process Mitigations:

Testable Tool Capabilities:

Here, methods or procedures can be selected that are intended

Here, specific features or functions of tools that are to be
to reduce the risk of a specific error condition.

tested or reviewed in the assessment can be marked.
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Failure Mode Selection Task Assessment Tool Assessment Assessment Summary

miflow | [ Save Settings l l ding Drucken 3 Blatt Papier

RPN threshold 100 o TCLthreshold 1

The results in the Assessment Summary can — :

Task: Experiment Tracking & Management [ 6 prt-6058 ~ ]
Recommendations for Tool Qualification and ol e e e

be exported as a PDF and printed by pressing s

Funetional Safety

the ‘Export PDF' button. g e aT——

REN: 315 [RIGEELST B (O Querformat

|~|oo = | TCL th e : e
-eritical validations. Seiten
Possible Process Mitigations: Testable Tool Capabilities:
Mandate seed fixing scross framewaorks and Experiment tracking platforms with random Alle
£ £ environment metadats capture for every run. seed logging and envisonment snapshotting.
Phase: Experimentation i = =t

o ”
and outputs with unique. waceable version hyperparameter logging (¢.g.. MLAow, WandB). Farbmodus
demifiers. Environment capture and degendency
Copeure and lock dependency eovironments  management tools integrated with experiment
trucking.

Task: Experiment Tracking & Management CECREEETS

Organizing and maintaining data access, avail Weniger Einstellungen

Farbe

. Papiergréfe
Artifact: Data storage system aa
Skalierung
Fumtim] Smty @ An Seitenbreite anpassen
() Skalierung 100
Tool Confidence Level: 2 Seiten pro Blatt
1
Potential tool failure: Inconsistent Model R .
RPN: 315 Standard
Tool may fail to comprehensively capture or Crstelungen
tra‘:kj'ng S).Stems ma‘ h'i'nder fu'll mprmueibﬂ Kopf- und FuBzeilen drucken
b intergrund drucken
Possible Process Mitigations: juceatedt - s
|_|Mandate seed fixing across frameworks a i PO ocicn |
metadata capture for every run. GCK GEpEIUETCY STV

|_| Store all experiment artifacts, parameters,
unique, traceable version identifiers.
DCapture and lock dependency environmentss - -
experiment run. integrated with experiment tracking.
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The Save and Load Settings option allows you to save your settings and assessment settings and reload them as needed.

Model Instability & Poor Generalization Model

|Se’[ting5 filename (e g. setti|| | Save Settings | | Load Settings |

I |Seﬁings filename (e.g. seﬁing| | Save Setlings | | Load Settings | I
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Quality Institute

Choose Phase(s): Choose Task(s):

Choose Tool(s):
x | Tramning & Validation x| Deep Learning & ML Frameworks
Failure Mode Selection Task Assessment Tool Assessment Assessment Summary
Failure Mode and Compliance Area Selection
oo e Description Search and assessment settings
J—— that have already been made can
Lack of AI Transparency Failure to provide explanations for AI decisions, violating AT Act transparency requirements. be SaVed by Cl |Ck| ng ‘Save
Bias & Fairness Non-Compliance High-risk AI models reinforcing biases, leading to discrimination and non-compliance with AI Act fairness guidelines. SetU ng S’ . TO d 0 J[h | S
[J Data Protection
Personal Data Leakage ML models unintentionally exposing personal data during training or inference. ] . SeleCt the CheCk bOX

[J Functional Safety

Lack of Real-Time Processing

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

l Setting_1 | | Save Settings | | Load Settings |

Failure to meet real-time inference requirements in autonomous or safety-critical applications.
Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.

2. Enter a name

3. Save by clicking ‘Save Settings’

Setting_1 | | Save Settings | | Load Settings |




AssessML: saving and loading AQI | fuomese,,

Saved settings are listed below. To retrieve saved settings:

Choose Phase(s)

Choose Task(s):

Failure Mode Selection

Failure Mode and Compliance Area Selection

Select Failure Mode
AI Regulation

Task Assessment

Description

Lack of AT Transparency Failure to provide explanations for Al decisions, violating AL Act transparency requirements
Bias & Faimess Non-Compliance High-risk Al models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.
Lack of Model Risk Assessment Failure to categorize Al models under AT Act risk levels and document safety concerns.
Security Volnerabilities in AL Exposure to adversarial attacks compromising Al safety and trustworthiness
Non-compliant Human Oversight Mechanisms ~ Failure to implement necessary human-in-the-loop controls in high-risk AT applications.
Insufficient AT Impact Assessment Failure to conduct proper risk-benefit analysis for high-risk Al applications.
Lack of Ethical Safegoards in AT Failure to ensure ethical principles (e.g., non-harm, faimess) in Al decision-making.
Inadequate Monitoring of Deployed AL Systems  Lack of continuous assessment of AT systems in real-werld seftings.
Lack of Auditability & Documentation Inability to provide detailed logs of data usage, model training, validation ete. hindering compliance audits.
Data Protection
Unavthorized Data Access Lack of strict access control leading to potential data breaches and privacy violations.
Failure to Handle Right to Erasure Non-compliance with GDPR's Right to be Forgotten, leading to legal isks.
Personal Data Leakage ML models unintentionally exposing personal data during training or inference.
Lack of Data Minimization Collecting and storing excessive personal data, violating GDPR principles
Failure in Data A ization & P iy Inad de-identification teck lead to re-identifiable personal data.
Non- User Consent M: Lack of clear user consent tracking for data collection and processing.
Cross-border Data Transfer Violations Failure to comply with international data transfer rules vader GDPR/Schrems IT
Functional Safety
Data Integrity Failure Corrupt or inconsistent data leading to incorrect model predictions. endangering safety-critical systems.
Lack of Real- Time Processing Failure to meet real time inference requirements in autonomons or safety-critical applications.
Failure Mode Undetection Inability to detect and mitigate failure conditions in deployed AL models, leading to high-risk scenarios.
Inconsistent Model Reproducibility Non-deterministic model ontputs lead to unpredictable Al system behavior.
Insufficient Edge Case Handling ALmodels fail to correctly handle rare but critical safety scenarios, leading to unreliable operation.
Undetected Model Performance Drift Model performance degrades over time without triggering corrective actions, leading to nnsafe decisions
Redundancy & Failover Mect Lack of backup Al models or failover strategies in critical systems.
Inadeguate Error Handling & Logging Poor logging and monitering hinder failure analysis and oot cavse ideatification.
Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, vadermining functional safety.
Sefting_1 Save Seftings | [ Load Setfings

Settings saved to Setting 1

e

|Setting_1

| | Save Setlings | | Load Settings

Settings saved to Setting 1

1. Enter setting names

2. Click Load Settings

3. Dashboard loads configuration

Choose Phase(s): Choose Task(s): Choose Tool(s):
x| Training & Validation x| Deep Leamning & ML Frameworks
Failure Mode Selection Task Assessment Tool Assessment Assessment Summary

Failure Mode and Compliance Area Selection

Select Failure Mode Description
AI Regulation

Lack of AT Transparency Failure to provide explanations for AI decisions, violating AT Act transparency requirements.

Bias & Fairness Non-Compliance High-risk AI models reinforcing biases, leading to discrimination and non-compliance with AT Act fairness guidelines.
[ Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.
() Functional Safety

Lack of Real-Time Processing Failure to meet real-time infe requi in autc or safety-critical applications.

Inadequate Error Handling & Logging Poor logging and monitoring hinder failure analysis and root cause identification.

Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

‘Sening_W ‘ ‘ Save Settings ‘ | Load Settings ‘
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Saved settings include both the selected error states and assessments already performed, as well as the summary.

Task Assessment

[ Comom Tt

Fuiues Mo deimsize Tesk s
Faitrs Sdss Ansion forinvedent ML sk
Pl Trasnieg & Validatisn

Tk Bog Losratog 2301
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Failure Mode Overview

AI Regulation

Lack of AI Transparency
Bias & Fairness Non-Compliance

Failure to provide explanations for Al decisions, violating AI Act transparency requirements.

High-risk AI models reinforcing biases, leading to discrimination and non-compliance with AI Act fairness guidelines.
() Data Protection

Personal Data Leakage ML models unintentionally exposing personal data during training or inference.

) Functional Safety

Lack of Real-Time Processing Failure to meet real-time inference requi in or safety-critical

Inadequate Error Handling & Logging  Poor logging and monitoring hinder failure analysis and root cause identification.
Model Instability & Poor Generalization Model may perform unpredictably or fail to generalize to unseen conditions, undermining functional safety.

[setting_1 | [ save Settings | [ Load Settings

Choose Phase(s): Choose Task(s): Choose Tool(s):
* Training & Validation - * | Deep Learning & ML Frameworks - -
Failure Mode Selection Task Assessment Tool Assessment Assessment Summary
Failure Mode and Compliance Area Selection
Select Failure Mode Description

Tools Assessment
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